MHUHHCTEpCTBO HAYKHU U BhICIIEro oOpazoBanus PO

o o Dopma
VIIBSAHOBCKUH TrOCY1apCTBEHHBII YHHBEPCUTET

®- Paboyas nporpamma 1o AUCLUILIHHE

YTBEPK/JEHO:
peuwennem Yenoro Cosera MO u b
T «/23‘/» uioHs 20221, Iporokon Ne 09/252

/. \
/

\

[pencenarens o © Benwii EM.
®. /23 mons 2022r.
PABOYAS ITPOI'PAMMA I[I/ICHI/IHJII/IHLI
Jucuumninaa Lughposvie mexnonozuu u ungpopmayuoHras 6e30nACHOCMb OP2AHUIAYUU
®daxkynbTeT Ypasnenus
Kagenpa DKOHOMMKH U NPEANPUHUMATEIBCTBA
Kypce 2

Hampasnenune (crienuanpHOCcTh) 38.04.01 — «DKOHOMUKAY (CTENEHB - MATUCTP)
K00 Hanpaeierus (C}’lebﬂla}leOCmu), NOJIHOe HaAuMeHoBsaHue

Cneunaﬂmaunﬂ «IKOHOMHYECKAS OC30ITaCHOCThY
NoIHOe HAUMEHOBAHUE

®opma o0yueHHs  3a04Hast
OYHas, 3a04YHAs, OYHO-3A0YHAs (yka3amb MOJIbKO me, Komopbvie peafzuay}omwl)

Jlata BBeieHus B yueOHBIN miporiecc Yul'Y: «01» centsabps 2022r.
[TporpammMa akTyanu3upoBaHa Ha 3aceaHuu Kadeaphl: TPOTOKo No oT 20 r.
[Mporpamma akTyanu3upoBaHa Ha 3aceJaHuu Kadeapsl: mpoTokos Ne oT 20 T.

Cenenus 0 pa3pabOTUHKax:

DUO Kadempa JIOMKHOCT®,
y4eHasi CTeTICHb, 3BaHNE
CxoBukoB A.T. [udposoit skoHOMUKH K.T.H., JIOUEHT
COI''TACOBAHO COI''TACOBAHO
3aBeayromuit kadenpoit O u I1, 3aBeyroNuil BeIMMycKaroen kapeapoi
peanu3yrouen TUCHUIIMHY 9b,YVu A
benbiit E.M. Pomanosa 1.b.
P P

_ &= . Benwiit EM. / Vi

Iloonucs QU0 oo /—POMagz]? nb.___ /

oonuco

« 23 » 06 2022 r. « 23 % 06 2002 r.

dopma A



MHUHHCTEpCTBO HAYKHU U BhICIIEro oOpazoBanus PO

o o Dopma
VIIBSAHOBCKUH TrOCY1apCTBEHHBII YHHBEPCUTET

®- Paboyas nporpamma 1o AUCLUILIHHE

1. lean u 3aaaun OCBOEHHSI AN CIMILJIMHBI

Jucuunnuna «udpossie TexHoIOoruu 1 MHGOPMAIMOHHAS 0€30MaCHOCTh OPTaHU3AII»
MOCBAILICHA M3YYEHUIO OCHOB MH(OpMAIMOHHON Oe30macHOCTH. PaccMaTpuBaroTCs OCHOBHBIE
MOHATUS WH(OOPMAITMOHHOW 0€30MacHOCTH, CTPYKTypa Mep B obOyiacth MH(OpMAIMOHHOW 0e3-
OTAaCHOCTH, KPAaTKO OMHUCHIBAIOTCS MEPBI 3aKOHOATEIBHOT0, aIMUHUCTPATUBHOTO, POLIEAYPHO-
ro U MPOrpaMMHO-TEXHUYECKOT0 ypoBHEH. M3maratoTcs B3MIsIbl Ha HHPOPMAIUIO, KaK 00BEKT
3alIUTHI C BBIICJICHUEM XapaKTepHBIX CBOWCTB 3amumiaemMoil mHpopmanuu. PaccmarpuBarorcs
BUJIbI YIPO3 UHPOPMAIIMOHHOM 0€30MacHOCTH; METOJIbI U CpelicTBa OOpbOBI € yrpo3aMu UHQOP-
MaIMOHHON 0€30IacHOCTH; MOHATHE MOJUTUKU 0E€30MacCHOCTH, CYIIECTBYIOIINE THUIIBI ITOJUTHK
0e30MacHOCTH; JACUCTBYIOIINE CTaHIApThl HHPOPMAIIMOHHON 0€30MacHOCTH; HOPMATUBHBIE PY-
KOBOJISIIINE TOKYMEHTBHI.

Heap mucuunanHbl — GOpMUpPOBaHUE Y OyIYIIMX CHEIHAIMCTOB U PYKOBOAMUTENEH CHU-
CTEMHBIX 3HaHMU 1O TpobieMe oOecredeHrs KOMILICKCHON 3aIluThl HHPOPMAITMOHHBIX pECyp-
COB U YIpaBJICHUIO NHPOPMAIIMOHHBIMHU PUCKaMHU, a TAK)Ke MPAKTUYECKUX HABBIKOB 0€30MacHON
paboThl B UH)OPMAITMOHHBIX CUCTEMAX.

3agauyu AUCHMILINHBIL:

— (QopMupoBaHUE CHCTEMHBIX NpPEACTaBICHHUN 00 YNpaBlieHHH WH(GOPMAIMOHHBIMH
pUCKaMH;

— U3yuYeHHUE METOJOB U CPEACTB KOMILUIEKCHOM 3aIuThl HH(GOPMaLK B HHPOpMAIIH-
OHHBIX CUCTEMaX KOMMEPUYECKUX MPEANPUITUN U TOCYAAPCTBEHHBIX YUPEKICHHUIA;

— (QopmupoBaHUE NMPAKTHYECKHX HABBIKOB aHaJHM3a 3aIIMIIEHHOCTH HH(OpMAaIoH-
HBIX CHCTEM, MCIIOJIB30BaHUSA BCTPOCHHBIX Bo3MoxkHOCTeH OC, MS Office, bpann-
Mayspa Windows, Internet Explorer, a Takke aHTHBHPYCHBIX M KpumnTorpaduue-
CKHUX CPEJCTB JUIsl 00ecTiedyeHrns 0e30MacHOCTH HH(POPMAIIHH;

— TOJTy4YeHHE TEOPETHUECKHUX 3HAHUM M MPAKTHUYECKUX HABBIKOB MPHU PEIICHUU TUIIO-
BBIX 3aJ1a4 10 o0ecreueHno HHPOPMAIIMOHHON 6€30TTaCHOCTH;

— H3ydeHue mpodieM 3amuThl MHOOPMAIMH, CTOSIIUX Mepe]] COBPEMEHHOM BBIYMC-
JINTEIIbHON TEXHUKOM;

— (QopmupoBaHUE HABBIKOB HCIIOJIb30BAaHUS IMOJYYSHHBIX 3HAHHWHA JJISI TPABHIILHOTO
BbIOOpa peleHuil npu pa3paboTke KpUNTOrpapuuecKuX, OpraHu3aluoOHHbIX, TeX-
HUYECKUX CPEJICTB 3alUThl HH()OPMAIUH.

B pesynbrate m3ydeHHs: Kypca CTYAEHTHI JIOJDKHBI O3HAKOMHTHCS C METOJWKON W WH-
CTPYMEHTaMM MOCTPOEHUSI KOMIUICKCHOM, 31IEIOHHPOBAHHON CHUCTEMBI HH(OPMAIIMOHHOHN 0e3-
omacHocTH. To ecTh, AUCIUIUTNHA HAMIPABIICHA HAa N3YYEHUE OCHOBHBIX TEOPETUYECKHUX TTOJ0XKE-
HUM ¥ MeToJl0B, GOpPMHUpPOBAHHE YMEHHMH M NPHUBUTHE HABBIKOB MPUMEHEHHS TEOPETHUYECKHX
3HAHUH JUIA PelIeHUs MPUKIATHBIX 337ad, a TAKXKe Pa3BUTHE HOBBIX IMOJX0J0B K 00ECIIEYeHUIO
UH(POPMALIMOHHOM 6€30MacHOCTH B chepe IKOHOMUKH.

2. Mecto aucunminnsl B ctpykrype OIIOII BO

JucturuimHa «L{udpoBeie TEXHOIOTMM W MHGPOPMALMOHHAs OE30MaCHOCTh OpraHM3a-
IMW» TPUHAJISKUT BapuatuBHOUW dacTu bioka bl «/ucummimael (MOymM)» OCHOBHOM TPO-
(deccronanbHOI 00pazoBarensHON mporpaMmbl (OITOIT) u sBAsIeTCSI AUCHUILIMHON 110 BBIOOPY.
Oma sBnsieTCS OIHOM M3 OCHOBOMOJIAraroluX AUCUUIUIMH B CUCTEME MOJTOTOBKH MarucTpoB MO
Hanpasienuio 38.04.01 — «OxoHomuka». Bmecrte ¢ IpyruMu Kypcamu, MOCBAIIEHHBIMU TPEHAaM
TpaHcopMali COBPEMEHHOM SKOHOMHKH, nucuuiuimHa «HpopManuoHHas 6€30MacHOCTHY
COCTaBJIIET OCHOBY oOpa3zoBanus creruanucra B yactu OIIOII, kacatomelicss coBpeMEHHBIX
TEHJCHIIUHA CTAaHOBJIEHMS M Pa3BUTHUS MH(OpMaLMOHHOTO o0mecTBa. OHa OXBAaThIBAET IIUPOKUIA
KpYr Ipo0jeM 1 MO3TOMY CBsI3aHa CO MHOTUMH JUCLUILIMHAMU, KOTOPBIE MIPEMOJIAlOT B paMKax
M3YYEHHUS COBPEMEHHBIX MH(POPMAIMOHHBIX TEXHOJIOTUM, T.K. €€ IeJIb — MOJIyYeHHUE CTYIAEHTOM
3HaHUM, yMEHUI U HaBBIKOB oOecrieueHus: HHpopMarmonHoi 6e3onacHoctu. L{udposas Tpanc-

®opma A



MHUHHCTEpCTBO HAYKHU U BhICIIEro oOpazoBanus PO

o o Dopma
VIIBSAHOBCKUH TrOCY1apCTBEHHBII YHHBEPCUTET

®- Paboyas nporpamma 1o AUCLUILIHHE

dbopmarusi moMoraeT He MPOCTO CJIEe0BATh TEHACHIUU, HO U SKOHOMUTH BpeMsl, IEHbIH, pecyp-
CBbI, TO €CTh OCTaBaThCS KOHKYPEHTOCMOCOOHBIMU. COBpEeMEHHBIE KOMMYHUKAIIMOHHBIC TEXHO-
JIOTUU MOMOTAIOT pean30BaTh IUPOKUNA HAOOp OM3HEC-TIPOLECCOB MPEANPUITUI U OpraHu3a-
[UH pa3IMYHBIX BHUJIOB JEATEILHOCTH, Pa3MEPOB U OPraHU3alMOHHO-TIPABOBBIX ¢opMm. OOmue
TeHACHIIMU MH(POPMATU3ALMK YKOHOMUKU TaKOBBI, YTO MH(OPMALIMOHHBIE CHCTEMBI, 0Oeceyn-
BAIOLIME B3aMMOJACHCTBUE NPEANIPUATHS C IPYTUMU CyOBEKTAMU X035 ICTBEHHOU JESTEIbHOCTH,
U UX peanusalys Ha MUKPOYPOBHE CTAHOBSATCS HEPA3PhIBHBIMU, [1I03TOMY TPEOOBaHUS K YPOBHIO
MOJITOTOBKH SKOHOMHKCTA B 00J1acTH MH(DOPMAIIMOHHOW 0€30MaCHOCTH MOCTOSHHO MOBBIIIAIOTCA.
Nudopmarnimonnas 60€301macHOCTh SIBISETCS BKHEWINECH COCTABJISAIONICH YacThIO OOIIECH HMHTE-
IpaJbHOM MM KOMIUIEKCHON 0€30MMacHOCTH, MPUYEM Ha JTF0OOM BO3MOXHOM YPOBHE PacCMOTpe-
HUSl — HAIlMOHAJIbHOM, PETMOHAILHOM, OTPACIEBOM, KOPIOPATUBHOM M Ja)XK€ IEPCOHATHHOM.
[Tpu sToM mHpOpMaIMOHHAs Oe30MacHOCTh obnamaeT cnenuduyeckoi ocodeHHOCThI0. [Ipu
aHaJIM3e HEOOXOAUMO YYUTHIBATh, YTO CEPBUCHI 3aIIUTHI HHGOPMAIIUU SBJISIOTCS HEOTHEMIIEMOI
4acThI0 MH()OPMAIIMOHHBIX TEXHOJIOTHI, KOTOPHIE B HACTOSIIECE BPEMs pa3BUBAIOTCS JIOCEIIC HE-
BUJAHHBIMU TeMnaMu. YToObl HE OTCTaBaTh OT TEXHUYECKOTO Mporpecca, He0OXOAUMO HE TPo-
CTO BHEJIPHUTH HEKOTOPHIE TOTOBBIE MHCTPYMEHTHI B chepe MHPOPMAIIMOHHOM O€30MacHOCTH, a
pa3paboTaTh METOAOJOTHIO TeHEepaIlMi HOBBIX PEIIeHUH, OTBEUYAIOUINX COBPEMEHHOMY COCTOSI-
HUIO JIeT, a B Hjiealie — padOoTaIONINX Ha MTEPCIEKTUBY.

B pamkax QUCHUIUIMHBI WM3Y4arOTCsl OCHOBHBIC HANpPaBICHHUS Pa3BUTHS COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTHA W oOecredeHusl 0e30MacHOCTH HH()OPMAIMOHHBIX CHCTEM.
[Mudp aucuurinasl B pabouem yuyedbnom miane - b1.B.J1B.04.02.

JucuunianHa paccyrTaHa Ha O0y4YaroIIMXCsl, UMEIOIIUX MOATOTOBKY IO MPEIIIECTBYIO-
MM Kypcam, Kacaroluxcsi HHPOPMATHKHU, BHIYUCIUTEIBHON TEXHUKU, CTATUCTUKU, aIreOphl U
TEOPHH YHUCEII, TECOPUU BeposiTHOCTH. OOyUaronmecs J0/OKHBI KIMETh MOJATOTOBKY (3HAHUS, yMe-
HUsI, HABBIKM U KOMIIETCHIIUK) B 001acTH MH()OPMATHKH, HHPOPMAIIMOHHBIX TEXHOJIOTUN U CH-
CTEeM, TTI00AIBHBIX CETEH, OpraHu3aluu U HHPPACTPYKTYPhI TPEAITPUHUMATEITHCKON JIEITEIHHO-
CTH, IPOM3BOJICTBEHHBIX U OM3HEC-TpoIieccoB. [l U3ydeHHs] OCHOBHBIX Pa3/IeNOB AUCIHUTIIHHBI
CTYJCHTBI JIOJDKHBI 00JIaJlaTh KOMITETEHITUSIMHU, Pa3BUBACMBIMU B paMKax JUCIUIUINH, Kacaro-
HIMXCS OCHOB TEOPHH, MPUKIAJTHON MaTeMaTUKH, HHPOPMAIIMOHHBIX TexHonorui. [Tomumo 31o-
ro, JJIsl YCTIEIIHOTO OCBOEHUSI JAHHOTO Kypca O0ydarolrecs JOHKHBI UMETh HaBBIK CaMOCTOSI-
TeIbHOU PaOOTHI C Pa3MMYHBIMU MCTOYHUKAMU HH(POpMAIUN (MHTEPHET, MeYaTHbIe U3JaHus),
yMeTh 0000maTh HH()OPMAIIHIO, TIOTYICHHYIO U3 Pa3HbIX UCTOYHHKOB, IPEICTABIATH Pe3yiibTa-
ThI CBOMX HCCJIEIOBAaHUM.

Huctunnuna «l{udpoBeie TexHoIOTMM U MHPOPMAIMOHHAS O€30MaCHOCTH OpraHu3a-
[IUW» PeaTu3yeTcsl B OJHOM CEMECTpe C NUCHUIUTMHAMU: [IpaBoBbIE OCHOBHI OOECTIEUEHUs KO-
HOMHUYECKON 0€301acHOCTH; DKOHOMUYECKas 0€30macHOCTh opraHu3anuu; HannonansHas u pe-
THOHAaJbHAsl 5KOHOMHUYECKasi 0€30MacHOCTb.

MMocTpexkBu3uThl. [IpoxoxkaeHne TaHHOW AUCUUILIMHBI MPEAIIECTBYET MPOXOXKICHUIO:
CIEIYIOIIUX TUCIUTUINH:

— Iudposas sxoHOMUKA;

— Crparernyeckuii aHaau3 U MPOTHO3UPOBAHUE;

— AHaJM3 0TpaciieBbIX PHIHKOB M KOHKYPEHTHAs TOJTUTHKA,
— Hanoropoe rurannpoBanue U aJIMUHACTPHPOBAHUE;

— Onrumusanusg HaI0roo0JI0KEHNS |

— DOKOHOMETPHKA;

— TexHonoruueckas 6€30MacHOCTb,

— Kanposast 6e30nacHOCTs KOMIIAHUH;

— Kanpooe obecnieuenre npeanpusTas;

— MOHHUTOPHHT U TUAarHOCTUKA YKOHOMUYECKOU 0€30MacHOCTH,
— @OUHAHCOBBIN KOHCAIITHHT;
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- YHpaBHeHI/IC HWHBECTHLIMOHHBIMHU IIPOCKTAMHU,

— ®unaHcoBas 6€30MaCHOCTh OPTaHU3AlINH;
— IIpakTtuka no npoduito npodheccuoHaabHOM NesTeNbHOCTH;

— DKoHOMUYecKas Teopust (IIPOJABUHYTHIN Kypc);

— KOHTpOJUIMHT U yIIpaBICeHYECKHI YYET Ha IPEIIIPUATHH;

— YmnpaBileHHE 3aTPAaTaMH.

3HaHus, HABBIKK M YMEHHsI, IPUOOPETEHHBIE B PE3yiIbTaTe MPOXOXKACHUS Kypca, TaKkKe
OyayT BoCTpeOOBaHbI MPU MPOXOXKACHUU MPAKTUK, OCYIIECTBICHUU MPOEKTHOM /IeATeIbHOCTH,
BBITTOJIHEHUH KYPCOBBIX U BBITYCKHON KBaJIM(UKAIIMOHHOW padoT, CBA3aHHBIX ¢ OOecrieueHHEeM
3auThl HHGOpMamoHHbIX cucteMm, UT-undpactpykrypsl, 6e3onacHoi padotsl B cetu MuTep-
HET, B IPOLECCE MOATOTOBKHM K Caue M CAAuu IOCyIapCTBEHHOI'O SK3aMEHa, 3alllUThl BBITYCK-
HOM KBaMM(UKaLMOHHON paboThl, BKJIIOYAs MOATOTOBKY K MPOIEAype 3aIIUTHI U MPOLEaypy 3a-

IIUTEL.

3. Hepeqeﬂb IVIAHUPYEMBIX PE3YJbTATOB OCBOCHHUSA TUCIHUIIJIUHDBI

Koa xomme-
TEeHIINU

DopmyIMpOBKA
KOMIIeTCHIIUH

Koa nnauka-
TOpa KOMIIe-
TEHIUHA

I/IHL[HKaTOpr HOCTHKCHUSA
KOMIIETCHIIUHN

[IK-1 CrocobeHn
OpraHH3aIiH
KOHTPOJIIO
SKOHOMHYCCKOMN
0e30macHOCTH

OpraHu3aluu

=~

UJI-1ox1

3Hamp:
NJI-1mk1

- TUIMOBbIE HHU(POBBIE TEXHOJO-
THH TIPOBEJCHHS aHajlu3a U pas-
pabOTKK yMpaBIEHYECKUX pellle-
HUI B cdepe mHPOpPMAITMOHHON
0€30I1aCHOCTH OpraHu3aIuiy;
Na-1.1mkl

- OCHOBHBIE MOHATHS HH(pOpMa-
IIMOHHON 0€30IaCHOCTH.

NJI-2nx1

ymembo:
NJI-2nk 1

- CIOJIb30BaTh OE30IaCHbIE UH-
(hopManMoOHHBIE TEXHOJIOTUH B
cBOei nmpodeccroHalbHO es-
TEJIILHOCTH,

N-2.10x1

- ¢popMupoBaTh HHPOPMAITNOH-
HyI0 6a3y ais pa3paboTKH pele-
Hull B chepe nHHopMalnoHHON
0€30MaCHOCTH OpraHU3aLUH.

NJ1-3nkl

énaoemn:

NJI-3nkl

- HaBbIKaMHu oOecrieueHHust 0e3-
OIacHOI paboThl Ha KOMIIBIOTEPE;
NJ-3. 10kl

- HaBbIKaMM 0€30MaCHOTO MOMCKa
uHbpopManMd B TJI00AIBHOM
MH(OPMaLIMOHHON CeTH
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Hurepner.

[1K-4 CrniocobeH ynpaBisiTh N-1nx4
puckamu B o0JsacTu
obecneueHuUs
YKOHOMHYECKOU
0e30IMacHOCTH
OpraHu3aIHH

3Hamb:
N-10x4

- OCHOBHBIE yTPO3BI U CIIOCOOBI
Kkiaccudukanuu yrpo3 uadopma-
IIMOHHOM 0€30I1aCHOCTH;
NJI-1.10x4

- TEXHOJIOTUYECKHE BO3MOKHOCTH
3JI0YMBIIIJIEHHUKOB T10 TIPE0/10-
JICHUIO CUCTEM 3aIIUThI HH(OP-
MaIu.

NJI-2nx4

ymemuv:
NJI-2nk4

- aHAJIM3UPOBATh UHGOPMAIOH-
HYI0 0€30MacCHOCTh MHOTOTIOJIB30-
BaTEIbCKUX CHCTEM

NJ-2.1nx4

- BUJICTh KOHKPETHYIO CUTYAITHIO,
MIPOTHO3UPOBATH U IIPEIBUICTD,
pacCcUMTHIBATh PUCKHU, CTABHUTH
1eJIU ¥ 3a71a491 B 001acTi HHPOP-
MAaI[MOHHOI 0€30IaCHOCTH.

N1-3nx4

e1a0emou:

WJ-30x4

- METOJIaMU 00eCTICUeHH S
nH(pOpMaIMOHHOM 0€301MacHOCTH
YKU3HEHHOTO IUKJIa WH(OpMAITH-
OHHOTO KOHTEHTA MPEANPHUITHS U
HuTepHeT-pecypcos.

4. OFBEM JIUCHHUIIVIMHBI

4.1. O0beM TUCHUILTAHBI B 32a4€THBIX equHUIaX (Bcero) - 2 3ET

4.2. O6beM THCHUILIHHBI 0 BUAAM y4eOHO# padoTsl (B yacax) 724,

KonnuectBo yacoB (popma 00yueHsI 3a09HAs)
Bu eOHO PabOTHI B 1.4. 1o cemecTpam
obh P Bcero no miany P
1 2 3
1 2 3 4 5
KonTakTHas paborta
o0y4arommxcs ¢ mnpe-
Aot P 10 10*
[IOJaBaTeJIEM B COOT-
BeTcTBUM ¢ YII
AyIuTOpHBIE 3aHA-
YIUTOP 10 10*
THUS:
JIEKIIAHU 4 4*
CEMHUHApbl U TIPAKTH- 6 6%
yeCKHUe 3aHATUS
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nabopaTopHbie pabo-
ThI, TPAKTUKYMBI

CamocrosTenpHas
pabora

58

58

dopma TeKyIero
KOHTPOJISl 3HAHUU U
KOHTPOJISI CAMOCTOSI-
TEJIHOW paboTHI: Te-
CTHpOBaHHUE, KOHTP.
paboTa, KOJUIOKBUYM,
pedepar u ap.(aHe me-
Hee 2 BUJIOB)

TectupoBanue,

pedepar

TectupoBanue,
pedepar

Kypcosas pabota

KonTpomnb

Buas! mpomexxyrou-
HOM aTTecTauuu (K-
3aMEH, 3a4eT)

3auer

3aueT

Bcero yacoB no auc-
IMUTUTAHE

72

72

* pabotsl [ITIC ¢ obyvaromumMucs s TPOBEACHUS 3aHATUN B IUCTAHIIMOHHOM (hopMate ¢ MpH-
MEHEHUEM DJIEKTPOHHOTO 00yUeHUS

4.3. Conep:xanue 1ucuunJanHbl (Moay.as) Pacnpenesenue 4acoB no reMaM U BUJIaM

y4eOHoi1 padoThI:

®opma 00yuyeHHs: 3a0uHas

B pesynbraTe ocBOEHUS AAHHOTO Kypca y MarucTpaHTa JOJDKHA ObITh chopMHpoBaHA
napajurma panMoHaIbHOIO YIPaBJIEHUs] OpraHu3alueld Kak COBOKYMHOCTbIO TEXHOJIOTMYECKHX
npoiieccoB o0paboTKu MH(OpPMAIIMU, C YUYETOM LIEHHOCTH MH(POPMAIUK Pa3IMYHOTO COJEpKa-
HUS, KOTOpas LUPKYJIUPYET MO KaHaJlaM CBSI3M B OPraHU3allMM U MepechulacTcs napTHepam op-
TaHMU3AlMHU 110 SKOHOMUYECKOW JEATEITHHOCTH BO BHEIIHEH cpeje, KpUTEPHEM PallMOHATBHOCTH
3aja4 ynpaBJeHUs, TaK UM MHAYe pacCMaTPUBAEMBIX B paMKax Kypca, sIBISIETCS MUHUMH3AIMS

pacxonos.
Buabl yueOHbIX 3aHATHH (I)opMa
AyAUTOpPHBIE 3aHIATHS 3ans TeKYIIero
Jlabopa- THA B Camo-
Haspanmue pas- MpaxTu- P KOHTPOJIS
Bcero TOPHBIE HHTEP | CTOATENb | spopui
JeJIOB U TeM yeckKue
Jlexkuuu padoThI, aKTHB Hasl pa-
3aHATHS, .
NMPaKTH- HOW oora
CeMHHAPBI
KYMBI dopme
1 3 4 5 6 7 8
1. BBenenue B YCTHBIN
MH(pOpPMaINOH- ompoc,
Hy!0 Oe3orac- 13 1 2 10 JTMCKYCCHS
HOCTb. 110 TEME
3aHATUS
2. OGecrieuenue TECTUPO-
uH(pOpPMaINOH- 11 1 10 BaHUE,
HOM Ge3omacHo- YCTHBIN
CTHU Ha 3aKOHO- ompoc, pe-
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aTeIbHOM depar,

YpOBHE. HK3aMEH

3. OGecrieueHue TECTUPO-

UH(POPMALINOH- BaHUE,

HOI 6e30macHo- 10 10 YCTHBIN

CTHU Ha aJIMUHU- omnpoc, pe-

CTPaTUBHOM depar,

YpOBHE. HK3aMEH

4. ObecnieueHue TECTUPO-

nH(pOpPMaIMOH- BaHMUE,

HOM O6e30macHo- 11 1 10 YCTHBIH

CTH Ha IpoLe- onpoc, pe-

JypPHOM YpPOBHE. depar,
9K3aMEH

5. IIporpamm- TECTHUPO-

HO- BaHMUE,

TEXHUYECKHUE YCTHBIN

cpencTBa obec- 23 1 4 6 18 ompoc, pe-

NICYEHUS UH- depar,

dbopMarmoHHON 3K3aMEH

0€30MaCHOCTH.

Hroro 68 4 6 6 58

KOHTPOJIb 4 DK3aMeH

Bcero 72 4 6 6 58

5. COJEPKAHUE JUCUMIIIAHBI (Moays)

Tema 1. Beenenue B uHPpOPMANMOHHYIO 0€30NTACHOCTb.

OcHOBHbIE MOHATHS: 3aJ]a4ul, 0OBEKT, MPEAMET, METOAbI HH(POPMALIMOHHON 0e30IacHo-
ctu. [Tonutuka B cepe obecneuenus: nHpopmannoHHoi 6e3omnacHocTi Poccuu. KonuenTyans-
Has MOjeNib MH(POPMAIMOHHON Oe3omacHOCTH. OduimanbHble OpraHbl, 00ECIeYNBAIOIINE WH-
dbopmarmonnyto 6e3omacHocTh B Poccuiickoit deneparmu. O630p pOCCUIICKOT0 3aKOHOJATENb-
cTBa B chepe nHOOPMALIMOHHBIX TexHOJoruil. PenepanbHblil 3akoH «O0 uHpopmauu, uHPOp-
MAaIMOHHBIX TEXHOJOIMSIX M O 3alMTe MH(popmanuu», 3akoHonatensctBo PO B chepe CMMU.
®enepanbHblii 3ak0H «O rocynapcTBeHHOU TaliHe». DenepanbHbIil 3akOoH «O MEpCOHATBHBIX
naHHbIX». PenepanbHbIil 3akoH «O0 snekTpoHHON nmoanucu». IlpaBoBoe obecnieuenue nHpop-
MalnuoHHOM 6e3omacHocTH. JlokTpuna uHdopmarmonHoi 6e3onacHocT PO u Ctparerus Hamu-
oHasbHOI 6e3onacHocTu Poccuiickoit denepanmu 10 2020 roga. Coctaisiomue KOHIENTYalb-
HOM Mozenu uHpopManmoHHON Oe3omacHocTH. CoBpeMEHHas KOHLENUUS HHPOPMAIMOHHON
6e3onacHoctu. Ilenm 3amuTsl nHGopMmanuu. Hocutenu 3ammmaemoit uadopmaruu. [onstue
uHpopmanuu. CBeeHus U JaHHblE, OTINYKEe OT HHpopmaiuu. MHpopmarus no ypoBHIO 10CTy-
na. Konpunennuanbaocts nnpopmanuu. [lonstue xkondpuaenuuansuoit napopmanuu. Knaceu-
¢ukanusa koHpuaeHIMaTbHON nHpopManuu. [TonsaTue rocynapcTBeHHON TaifHbl. CTeNeHH rpu-
¢a cexkpeTHOCTH. BHbl cBeleHUIT COCTABIAIOMINX rOCYyJapCTBEHHYIO TaliHy. [lepeuens ungop-
MaIuH, He Mmojyiexaiiel K 3acekpeunBanunto. Kiaccudukanus BuaoB npodeccnoHanabHOM TaliHbI
U 00beKTHl uXx npuioxenus. [lonarue yrpo3 6e3onacnoctu. Knaccuukanus yrpo3 unpopma-
MOHHOM Oe3zomacHocTu. OcHOBHas KiaccuUKalMs yrpo3: yrpo3bl HapylleHUss KOHQUACHIIN-
QIBHOCTU MH(OPMALMHU, YTPO3bl HAPYIIEHUS IEIOCTHOCTH MH(OPMAIUH, YrPpO3bl HAPYIICHUS
JOCTYIMHOCTH HHpopManuu. MeTtoasl nepeuucienus yrpo3. CiydyailiHple U NpeqHaMepeHHbIe
yrpo3sl. TeXHOIOrHYECKNE BO3MOKHOCTH 3JI0YMBIIIJIEHHUKOB IO IPEOJOJIEHUIO CUCTEM 3alLIUTHI
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uHpopmanuu. IlpusHaku yrpossl 6e30macHOCTH HH(OpPMALMKU B paclpeiesCHHBIX BBIYUCIIU-
tenbHbIX cucremax (PBC): mo xapakTtepy BO3AE€MCTBHS; IO LIEIM BO3JIEHCTBUS; 110 YCIOBHIO
Hayaja OCYIECTBICHHS BO3ACUCTBUS; 10 HAIMYMIO OOPATHOM CBSI3U C aTaKyeMbIM 00BEKTOM; IO
pAacIIONIOKEHUIO CYOBEKTa aTaKh OTHOCUTEIIBHO aTaKyeMoro OOBEKTa; MO YPOBHIO ATAaJOHHOU
mozaenu ISO/OSI, Ha KOTOPOM OCYIIECTBIIACTCS BO3JCUCTBUE. XaPAKTEPUCTUKA U MEXaHU3MBbI
peanu3auuy TUIIOBBIX YJAJEHHbIX artak. [loHsATHE TUIIOBOW yJaJIeHHOM araku. AHAJIU3 CETEBOr0
tpaduka. [Tommena goBepenHoro oobekTa win cyonrekra PBC. Jloxusbrii o0bexT PBC. BHenpe-
Hue B PBC noxxHOro 00OBEKTa IMyTeM HaBSI3BIBAHHS JIOXKHOTO Mapuipyra. Buenpenue B PBC
JIO)KHOTO OOBEKTa MYTEM HCIOJIb30BAHUS HEJOCTAaTKOB aJlfOPUTMOB yAajJeHHOro rmoucka. Mc-
MOJIb30BaHKE JIOKHOTO 00BEKTa sl OpraHu3anuu yaaienHoi araku na PBC. Cenekuus notoka
nH(popManuu U coxpaHeHue ee Ha JIo)kHOM oO0bekTe PBC. Momudukanus uadopmaruu. [loa-
meHa uHpopmanuu. Otka3 B oOcmyxuBaHuH. [loHATHE HECAHKIIMOHHMPOBAHHOTO JOCTYIA
(HCH). Hampasnenus 3amutbl oT HCJ[. OcuoBuble ciocoOst HCJI. TIpuHIMIBI 3aUTHI OT
HCJI. Knaccudukanus napymmreneit. [lonstue cucremsl pazrpanndenus nocryna (CPI). Oc-
HoBHbIe GyHkiuu CP/I.

Tema 2. OOecneyenne HHGPOPMANMOHHOH 0€30MACHOCTHM HA 3aKOHOAATEJIHLHOM
YPOBHe.

VYpoBHu 3amuThl nHMGopManuu. KitoueBbie MOHATHS HHPOPMAIIMOHHON 0€301acHOCTH -
NOJUTHKA 0€30MacHOCTH U mporpamma 6e3onacHocTi. CTPYKTypa COOTBETCTBYIOIINUX JOKYMEH-
TOB, MEPHI 110 UX Pa3pabOTKE U COMPOBOKICHUIO. DTallbl )KU3HEHHOTO IIUKJIa HH(POPMAIIHOHHBIX
cHCTEeM U Mepbl O6e3onmacHOCTH. UTO Takoe 3aKOHOJATEIbHBINH ypOBEHb MH(OPMAIIMOHHON Oe3-
OMACHOCTH | MOYeMy OH BaskeH. O030p pOCCHICKOro 3aKOHOAATENLCTBA B 001acTH UH(pOpMaIn-
OHHOM Oe3omacHocTH. [IpaBoBBIE aKTHI OOLIET0 HA3HAYEHUS, 3aTParuBarOIINe BOIIPOCH HH(OP-
MaIMoHHON Oe3omacHocTH. O630p 3apy0ekHOro 3aKOHOJIATENbCTBA B 00JIaCTH MH(OPMALIMOH-
HOU Oe3omacHOCTH. O TEKYIIEM COCTOSIHMHM POCCHUUCKOTO 3aKOHOJIATEIbCTBA B 001acTH UHPOP-
MalMoHHOM Oe3zomnacHoctu. IloHsTHe ctanmapra. Knaccudukanus crangapToB B 0o0NacTH MH-
dopmannonHoit 6e3omacHocTH. «OpaHkeBas KHUTa», €€ CTPYKTypa M TPYIIBI KJIACCOB 3allld-
HIeHHOCTH. PykoBoasimue nokymeHTsl I'octexxkomuccuu Poceun. Te3nucsl U3 pyKoBOIAILIErO A0-
kymeHTa «CpeznctBa BeruvcauTesnbHoN TexHukd. 3ammra oT HCJl x undpopmanuu. Ilokasarenu
sanumeHHoctd oT HCJI k undopmarumy». Te3ncsl U3 pyKOBOJSIIETO JOKYMEHTa « ABTOMAaTH3H-
poBanHbie cuctembl. 3amurta ot HCJl mnbopmarun». OcHOBHBIE waen JokymeHTa «OO0mime
kputepun» ISO/IEC 15408-1999. IMonsitue npodus 3ammtsl (113) u 3aganus mo 6e30macHOCTH
(3B). OcHoBHbIe TOJOXKEeHHUS MexayHapoaHoro ctangapra ISO/IEC 17799:2005. OcHoBHBIE T10-
noxeHus: MexxayHapoauoro crangapra ISO/IEC 27001:2005. OcHOBHbIC MOJIOXKEHHsT OpHUTaH-
ckoro cranmapra BS 7799-3:2006.

Tema 3. OOecneuenne MHPOPMANMOHHOI 0€30MACHOCTH HA AJAMHHHCTPATHBHOM
YPOBHe.

[Tonutuka 6e3omacHoctu. [Iporpamma 6e3onacHocT. CHHXpOHHU3AIUS TPOrpaMMbl 0e3-
OMACHOCTH C KU3HEHHBIM LIUKJIOM cuUcTeM. MeToauka, Mo3BOJIsAIoNIas CONMOCTaBUTh BO3MOXKHBIE
notepu oT HapyueHuid b co cTonMOoCThIO 3aIMTHBIX cpeacTB. OleHKa PUCKOB: BHIOOP aHANIU-
3UpyeMBbIX OOBEKTOB M YPOBHS JETalM3allMd MX PACCMOTPEHHsI; BHIOOP METOJOJOTHH OLIEHKU
PHUCKOB; UICHTU(UKALIMSI aKTUBOB; aHAJIN3 YTPO3 U UX MOCIEICTBUHN, BBIIBICHUE YA3BUMBIX MECT
B 3alllUTe; OLIEHKA PHCKOB; BHIOOP 3aIIMTHBIX Mep; peau3aiys U MpoBepKa BHIOPAHHBIX Mep;
OIIEHKa OCTaTOYHOTO PHUCKA.

Tema 4. OOecneyenne uHGpoOpMALHOHHOM 0€301TACHOCTH HA NMPOLEAYPHOM YPOBHe.

OCHOBHBIE KJIACChI MEpP TPOIICYPHOTO YPOBHS: yIpaBJICHUE MEPCOHANIOM; (pusmueckas
3allUTa; MoAAepKaHie paboTOCIOCOOHOCTH; PearnpoBaHKe Ha HapYIICHHs peXKuMa 0e30MacHo-
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CTHU; INIAHUPOBAHHUEC BOCCTAHOBUTCIIBHBIX pa60T.

Tema 5. IlporpamMMHoO-TeXHH4YeCKHe cpeAcTBa obOecriedyeHusi HHPOPMANMOHHOM
0e3011aCHOCTH.

Texaudeckoe obecnedeHue uHpopmarmonHo Oe3omacHoctu. [loHsaTHe cepBuca 6e3-
onacHocTH. [lonsTHe apxuTekTypHOii 6e3onacHoctu. Kiaccudukanms cepBucoB 6€30MacHOCTH.
CpencTtBa uaeHTUGUKALMY U ayTeHTU(UKALUKU Nojab3oBareneid. nentudukanus u ayreHTudu-
Kausi, ynpasienue noctymnom. IlaponsHas ayrentudukanus. Oxnopasossie naponu. Cucrema
S/KEY  komnanuum  Bellcore. CepBep ayrentudukanum  Kerberos.  Hnentuduka-
[s1/ayTeHTU(UKAIUS C TIOMOIIbI0 OMOMETPHUECKUX JaHHBIX. YTpaBJiIeHUE JOCTyoM. Marpuia
nocryna. IIpomsBosibHOE (MM IUCKPELMOHHOE) YIpaBiIeHHE AOCTymnoM. IIpuHyauTenbHoe
(ManpatHoe) ympasienue noctynoM. CIHCKU yrnpaBiieHHs A0CTyrnoM. OrpaHUYUBArONIMA WH-
tepdetic. PoneBoe ynpasienne noctynoM. CtaTuyeckoe pasjeneHue odsi3anHocTei. Jlunamude-
cKoe pazneneHue oos3anHocTel. OCHOBHBIE MOHATHUS U KJIacCH(UKaIUs CpeiCcTB KpunTorpadu-
yeckoil 3amuThl MHpopManuu. Kpunrorpaguueckue MeTonsl 3amuThl WHGOpMaLUd. MeTobl
creranorpaduu. AnmapaTHO-IIPOrpaMMHBIE CPEICTBA 3AIIUTHI MHPOPMALIUU: CPEACTBa odecte-
YeHUs KOH(QUIEHIMAIBHOCTH JIaHHBIX; CPEICTBA ayTEHTU(UKALUHU SJICKTPOHHBIX JaHHBIX MU
cpeAcTBa yrpasiieHHs KitoyeBoi mHpopmarmei. Kimaccudukanus meronos mmdposanus. Tpe-
0OBaHM K COBPEMEHHBIM LIM(paM. MeToasl cuMMeTprUuHOro mudpoBanus. biounoe u noro-
koBoe mudposanue. Knaccuueckas cerp @evicrens. Anroputm mmdposanust DES u ero moau-
¢dukanuu. AGCOMIOTHO HaleXHbIH mudp. OCHOBHBIE CBONCTBA CUMMETPUUYHBIX KPUITOCHUCTEM.
OcHOBHBIE CBOMCTBA aCUMMETPUYHBIX KpurnrocucteM. ['eHepanus u xpaneHue kitoueid. Pacmpe-
JiefieHne KJItouel. YpapieHue KI4aMu B CUCTEMAaX C OTKPBITHIM KitouoM. AnroputM Juddu-
Xenmana. OcHOBHBIE CBOWCTBA XdMI-(hyHKIMA. OCHOBHBIE CBOICTBA M(POBOI moAmMcH. AJro-
put™ 1udposoit moanucu RSA. Anroputm mudposoit noanucu b amans. AnroputM nud-
poBoii moanucu DSA. OteuectBennsiii crangapt nudpooit moamucu ['OCT P 34.10-94. Cxembl
cienoi noanucu. CxeMbl HEOCTIOPUMON MOANKMCH. 3amuTa HHGpopManuu npu padore B cetu MH-
tepHeT. [IpoTokonupoBaHue U aylauT, X MECTO B OOIIeH apXUTeKType 0e30macHOCTH. AKTHB-
Hblil aynut. Ilomo3putenbHas akTuBHOCTh. CurHarypa araku. OyHKIMOHAIbHBIE KOMIIOHEHTHI,
BXOJLIIME B COCTaB CPEICTB akTUBHOro ayauta. llpumenenue aynuta B OC cemelicTBa
Windows Ui oTCleXUBaHUS AEATENbHOCTHU MoJib3oBateneil. Hactpoiika noautuku aynuta. Ilo-
HATUE JIEMUINTAPU30BAaHHOW 30HBL. MeXaHM3MBI 3aIUThI, pEaIN3yeMble MEXKCETEBBIM IKPAHOM
(M3): ¢unprpanus cereBoro Tpaduka; mudppoBanue (cozganue VPN); TpaHCnsauus aapecos;
ayTeHTU(UKauus (AOMOJHUTENbHASA); TPOTUBOIEHCTBUE HEKOTOPHIM CETEBBIM aTakaMm (Hambo-
Jiee pacHpOoCTPaHEHHBIM); YIPABJIEHUE CIUCKaMU JOCTYyNa Ha Mapuipyrtusatopax. Tumbel MO.
[Taketasie punbTphl. Lnto3s1 ypoBHs coequnenus. [1nro3pl npukiagHoro ypoBHs. TexHomoruu
Proxy u Stateful inspection. KoHuenuust mocTpoeHus! 3alUIEHHBIX BUPTYAIbHBIX YaCTHBIX CE-
ted VPN. ®OyHkiuu u koMnoHeHTsl ceth VPN. VPN pemenust uist moCTpOeHUs 3aIUAIIEHHBIX
KOpPIIOpaTUBHBIX ceTel. /[Ba BHIa cpeicTB MOJIepKaHUs BHICOKOH JTOCTYIHOCTH: o0ecredeHne
OTKa30yCTOMYMBOCTH (HEUTpalu3alus OTKa30B, KUBYUECThb) M oOecrieueHue Oe30MacHOro U
OBICTPOrO BOCCTAHOBJICHHUS ITOCJIE OTKA30B (00CIyKUBaeMOCTh). Kiaccudukamus KomMmnbroTep-
HBIX BUPYCOB U BPEIOHOCHBIX MporpaMM. DailsioBele, 3arpy304HbIE U CETEBbIE BUPYChl. MeTo bl
U cpeacTBa O0pbOBI ¢ BUpYyCcaMU W BpPEIOHOCHBIMHU INporpammamu. [IpodunakTtruka 3apaxeHus
BHUPYCaMU KOMITBIOTEPHBIX CHUCTEM U MOPSAJOK NEHCTBHI MOJb30BaTeNEl B Cllydae 3apa)KeHUsl.
Mexanu3msbl pacnpocTpaHeHus BupycoB. KaHansl pacnpocTpaHeHusi BupycoB. Kiaccuueckue
KOMITBIOTEPHBIE BUPYCBl. MakpoBupychl. TposHCckre nporpammsl. CeTeBble 4YepBH. AHTUBHPYC-
Hoe I10. ObOHapyxeHue KOMITBIOTEPHBIX BHpYcoB. KomrmiekcHas cuctema 3amuThl HHPOpMa-
U,

HGKHI/IOHHI:Jﬁ KypC npeamnojiara€t CUCTEMaTUu3NPOBAHHOC M3JI0KCHHUE OCHOBHBIX BOIIPO-
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COB y4e€OHOM AMCITUIUIMHBI U TOJDKEH JaBaTh HAMOOIbINI 00beM HHpOpMAIIUU U 00ECTICYHBATD
Oonee rry0OKOe TOHMMAaHHUE Y4eOHBIX BOIPOCOB IIPH 3HAYMTEIBHO MEHBIIINX 3aTpaTax BPEMEHH,
4eM 3TO TpeOyeTcs OOJIBIIMHCTBY CTYICHTOB Ha CAMOCTOSITEIIbHOE U3yUeHHE MaTepraa.
MeTtoauyeckue peKoMeHIANMH MPU PadoTe HAl KOHCIIEKTOM JIeKIUii BO BpeMsi
MpoBeIeHusl JIEKINH

B xone NEKIMOHHBIX 3aHSATHI BECTH KOHCIIEKTHpOBaHHE ydeOHOTO Matepuana. OOpa-
maTh BHUMAaHHE Ha KaTeropuu, (popMyJIHpPOBKH, PACKPBIBAIOIINE COACP)KAHUE TE€X WM WHBIX
SIBIICHUH W TIPOIIECCOB, HAYYHBIC BHIBOJBI W TMPAKTUYCCKUE PEKOMEHIAINU, MOJOKHUTEIbHBIN
OTIBIT B OPAaTOPCKOM HMCKyccTBeE. JKenmareqbHO OCTaBUTh B pabOUYMX KOHCIIEKTaX IOJIsI, Ha KOTO-
pPBIX JIeNaTh TMOMETKH U3 PEKOMEHIOBAHHON JUTEPATyphl, JOMOJHSIONIME MaTepuan MpoCciy-
IIAHHOW JICKITMH, a TaKKe MOTIEPKUBAIOIINE 0COOYI0 BaXKHOCTh TE€X WJIM MHBIX TCOPETUUYECKUX
MOJIOKEHUH. 3a/1aBaTh MPENOJABATENI0 YTOYHSIONINE BOMPOCH! C LEIbI0 YSCHEHHS TEOpEeTHYe-
CKHX TTOJIOKEHUH, pa3pelIeHus CIIOPHBIX CUTYaIUH.

B xo0/1e MOATOTOBKHM K MPAKTUYCCKUM 3aHATHSM HM3YYHTh OCHOBHYIO JINTEPATYpPY, O3HA-
KOMUTBCS C JOIMOJIHUTEIBHON JTUTEPaTypOl, HOBBIMU ITYOIUKALUSIMH B TIEPUOIUYECKUX U3TaHU-
AX: XKypHaJIaX, razerax u T.a. [Ipym 3TOM ydecTh peKOMEHIAIMU MPEToaBaTelisi U TpeOOBaHUs
yueOHoli nporpammbl. JlopaGaThiBaTh CBOM KOHCHEKT JIEKIMH, JIefasi B HEM COOTBETCTBYIOIINE
3aMiCH W3 JIMTEePaTyphl, PEKOMCHJIOBAHHOW TpENoaBaTeieM M NPeIyCMOTPCHHON ydeOHOU
nporpaMmoii. [ToAroToBUTE TE€3UCHI IS BHICTYIIJICHHUH MO BCeM Y4eOHBIM BOIIPOCaM, MPEICTaB-
JSIOIUM HHTEepec. ['0TOBAICH K JAOKIaay Wi pedepaTHBHOMY COOOMIEHUIO, OOpamaThCs 3a Me-
TOJUYECKON MOMOIIBI0 K TpenoaaBarento. COCTaBUTH IJIAH-KOHCIEKT CBOETO BBICTYIUICHHS.
[Tpomxymath mpuMepsl ¢ b0 00eCTIeYeHHsT TECHON CBS3M M3Y4aeMON TEOPHH C PEaTbHON KH3-
HbI0. CBOEBpPEMEHHOE M Ka4eCTBEHHOE BBHITIOJHEHUE CaAMOCTOSITENIbHON paboThl Oa3upyeTcs Ha
COOJTFOZICHUH HACTOSIINX PEKOMEHAANNA ¥ N3YYCHHH PEKOMEHOBAaHHOUN TuTepaTyphl. CTyIeHT
MOJKET JOIMOJIHUTh CIHCOK HUCIHOJB30BAaHHOM IUTEpAaTypbl COBPEMEHHBIMU HCTOUYHHUKAMH, HE
MPEJICTABIICHHBIMU B CITUCKE PEKOMEHIOBAHHOM JIMTEPATYPhI, U B JAIBHEUIIIEM HCIIOJIE30BATh
COOCTBEHHBIE MOATOTOBJICHHBIE YUeOHbIE MaTEPHUAIbl MIPH HAMMMCAHUU KYPCOBBIX M JUTIJIOMHBIX
pabor.

6. TEMbI IPAKTUYECKNX U CEMUHAPCKUX 3AHSTHN

Tema 1.

— CEMMHAp, TUCKYCCHSI.

Ne Ne ®opma Koxa-Bo
Tema cemuHapa
n/n TeMbl NPOBeeHUs 4acoB
XapakTepuUCTHKa U MEXAHU3MBI pEeaJIM3alUN THIIO- ceMHUHap, uc-
BbIX YAQJICHHBIX aTak. [[oHsATHE TUIIOBOW yIalleHHON Kyccus
aTaKH.

Amnanus cereBoro Tpaduka. [loqmena noBepeHHOr0
oObekTa i cyonekra PBC.

Jloxwusiit 006exT PBC. Buenpenne B PBC noxHoro
00BEKTa MyTeM HaBsI3bIBAHUSA JIOXKHOTO MapLIpyTa.
1 1 Bueapenne B PBC noxHOro o0bpeKTa ImyTeM UCHoib- 2
30BaHMS HEJIOCTATKOB AJITOPUTMOB YAaJICHHOTO T0-
ucka. Mcnonb3oBaHue JIO)KHOTO 00BEKTA JUIsS Opra-
HU3aluu yaaneHnHo ataku Ha PBC.

Ceneknus moToka HHGOPMAIIUU B COXpAHEHUE ee Ha
noxHoM 00vekTe PBC. Moandukanus nHpopManum.
[Noagmena nadopmanmu.

Otka3 B 00CIy>KHBaHHH.
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VYmpasnenue nocrynom. Marpuua gocryna. [Ipous-
BOJIbHOE (WJIM AUCKPELIMOHHOE) yIpaBlieHHE AOCTY-
oM. [IpuHynnTenpHOE (MaHAATHOE) YIIpaBICHUE
noctynoM. CiCKU YIPaBIEHUS TOCTYIIOM.

OcHoBrl Active Directory Domain Services. OcHOBBI
paboThI C TPYIIIOBBIMY MOJIUTUKAMHU.

Tposiackue nporpammel. CeTeBble YEPBU.
AmnTusupyctoe [10. O6HapykeHne KOMIBIOTEPHBIX
BUpYycoB. KommiekcHast cuctema 3aiiutsl HHPOpMa-
LIUH.

ceMUHap, JIuc-
KycCHsl

Kiraccnaeckas cetp Detictens. AnroputM mudpona-
Hus DES u ero mogudukanmm.

I'enepanus u xpanenue kiroued. Pacnpenenenue
KIItoUei. YIpaBieHue KII0YaMH B CUCTEMAX C OT-
KPBITBIM Kito4oM. Anroput™ Juddu-Xenmana.
OcHoBHBIE cBOMCTBA IU(PPOBOH MOATUCH. AJITOPUTM
ugpooit moamucu RSA. AnroputM g poBoi
noanucu Onb [amans. AnroputM nudpoBoi MOAIH-
cu DSA.

MexaHHU3MBbI 3a1HUThI, PEATU3yeMble MEKCETEBBIM
skpadoM (MD): ¢punbTpanus ceTeBoro Tpaduka;
mudposanue (coznanue VPN); TpaHcnsus aape-
COB; ayTeHTU(UKANUS (IOTIOTHATEIbHAS); IPOTHBO-
JeiiCTBUE HEKOTOPBIM CETEBBIM aTakaM; yIpaBJICHHE
CIHCKaMH JIOCTyTa Ha MapUIpyTU3aToOpax.

Tunsl MexceTeBbIX 3KpaHoB. [lakeTHbIC QUIBTPHIL
03wt ypoBHs coenunenus. Stateful Inspection
firewall. Host-based firewall. [TpumMeps! ipaBuiI.
[Nepconanbhsie firewall u mepcoHanbHBIE ycTpoiicTBA
firewall. llro3e1 mpukiiagaoTo ypoBHS. [Ipokcn-
cepBep NPUKIAJHOTO YPOBHS. BrineneHHble IpoKcH-
cepsepsl. [Ipumepsl npaBui. TpaHCIAUs CETEBBIX
anpecoB (NAT).

Konuenmust noctpoeHns 3aUIEHHBIX BUPTYIBHBIX
yacTHBIX ceTeil VPN. OyHKIIMKM 1 KOMIIOHEHTHI CETU
VPN. VPN peuienus st HOCTPOEHUS 3aUUIIEHHBIX
KOPIIOPaTHBHBIX CETEH.

CeMHHAp, JIUC-
Kyccus

Hroro:

TEMA 1. BBEAEHUE B UHO®OPMAILIMOHHYIO BE3OITACHOCTD
3AHSATHE 1

Tunosble yiajeHHbIC ATAKH

dopMa MpoBEACHUS — CEMHUHApP, JUCKYCCHSI.

BOHpOCbI o TeMe (,[[J'ISI 06CY)K,Z[€HI/I$I Ha 3aHATUH, OJI1 CAMOCTOATCIIBHOI'O I/ISY‘ICHI/ISI).

1. Kareropuu uadopmaiuu.
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2.

3.
4.
I[IpuMepbI THMOBBIX YAAJEHHBIX ATAK
dopMa MpoBEeACHUS — CEMHUHApP, JUCKYCCHSL.
Bronpocs! no Teme (111 00CY>KIE€HUS HA 3aHSTUH, I CAMOCTOSITEIIBHOTO U3YUCHHUS).
AHanu3 ceteBoro Tpaduka.
[Tonmena noBepeHHoro oobvekTa miu cyorexkra PBC.
Jloxwusrii 06vexT PBC.
Buenpenne B PBC noxHOro 0o0bhekTa myTeM HaBsI3bIBAHUS JIO)KHOTO MapIIpyTa.

AR A

©ooNo

Undopmaumsa

i

}_l

‘ OrpaH14eHHoro Aoctyna ‘

‘ O6uweaocTynHan ‘

!

I

R FocypapcTeeHHan TaiHa ‘

JBocTyn K KoTopo# He
MOHeT BbiTb orpaHuyeH

v

e

KoHdupaeHuManbHas
uHbopmaLua "

MepcoHansHIe faHHbIe

Kommepueckan TaiHa

CnykelGHan TalHa

MNpodgeccoHansHan TaitHa

=

-

CBefieHnA 0 CyuHOCTH M306peTtenna

Y naneHHbIe aTaky Ha pacupCaciICHHbIC BBIYUCIINTCIIbHBIC CUCTCMEI.

MeTouHuk
WHOpMaLWK

MonyyaTens
WHPOpMaLIK

O—N

A} HopManbHas nepeaaua

O

B) NMpepbisaHue

B) Mepexeat

I MameHeHue

o

Aa) Nogaenka

XapaKTepI/ICTI/IKa U MCXAaHU3MBI pC€aIn3allii TUIIOBBIX YAAJICHHBIX aTakK.

ITonsATHE TUIIOBOM YAJICHHOW aTaKH.

BHG,I[peHI/IC B PBC noxHoro oobekTa MyTEM HCIIOJIb30BaHUA HEAOCTATKOB AJITOPUT-

MOB YJaJICHHOT'O ITOUCKA.

Hcnonb30BaHue T0KHOTO 00BEKTa AJIs OpraHu3aluy yjaaneHHoi araku Ha PBC.
Cenekiust moToka HHGOPMAIIMHI M COXPaHEHHE €€ Ha JT0)kHOM 00bekTe PBC.
Mouduxarus nHGOpMAaIIHH.
[Tonmena nHpopmauu.

10. Ortxka3 B 00CITyKUBaAHHH.

TEMA 5. IMPO'PAMMHO-TEXHUYECKHUE CPEIACTBA OBECIEYEHUSA
WH®OPMAIIMOHHOM BE3ONTACHOCTH
3AHSTHE 2
CepBuc nuapopmMaumoHHO| 0€30MACHOCTH - YIIpaBJieHUEe J0CTYIIOM
dopMa MpoBEACHUS — CEMHUHApP, JUCKYCCHSL.
Bonpocel o Teme (117151 00CYXICHHS Ha 3aHATHH, JISI CAMOCTOSATEILHOTO U3YUCHUS).

1.
2.

®opma A

VYipasieHue JOCTyIIOM.

Marpuna gocryma.



MHUHHCTEpCTBO HAYKHU U BhICIIEro oOpazoBanus PO

o o Dopma
VIIBSAHOBCKUH TrOCY1apCTBEHHBII YHHBEPCUTET

®- Paboyas nporpamma 1o AUCLUILIHHE

HROONOOGOA~W®

16.

0.
11.
12.
13.
14.
15.

[Tpou3BosbHOE (MM JUCKPELMOHHOE) YIIPABIEHUE IOCTYIIOM.
[IpunynurensHoe (MaHAATHOE) YIPABIEHUE JOCTYIIOM.
Cnucku ynpasiieHus: JOCTYIIOM.

PosieBoe yrpaBieHue qOCTynom.

Ocuossr Active Directory Domain Services.
Kareropuu Bupycsl.

Kinaccuueckue BUpyCHI.

MakpoBHUpYCHI.

TposiHCKHE TPOrpaMMBlI.

CereBble uepBH.

Antusupycnoe I10.

OO0HapykeHrEe KOMIIBIOTEPHBIX BUPYCOB.
KommiekcHast cucteMa 3aiinThl HHGOPMALUK.

Forest

&

&) oy oy oy

Domain 1 Domain 2 ‘

vy _ v v_ Vv
Domain Controller Domain Controller
for Domain 1 for Domain 2
“«—> Shema <«—> Shema
Data Data

Store Store

«—> Database «——> Database

OCHOBEBI pa6OTBI C I'pyIIOBBIMHU IMOJIMTUKAMHU.

3AHSATHE 3

IIpumepbl 0CHOBHBIX KPUNITOrPAa(UYECKUX aJITOPUTMOB

®dopma npoBeieHns — CEMUHAp, TUCKYCCHSI, JIEJI0Basi Urpa.

Bonpocsl mo Teme (17151 00CYXI€HHsI HA 3aHATHH, JIJIs1 CAMOCTOSTEIBHOTO U3YYEHU).

RBoOoo~Nooa~wONE
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0.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

CHUMMETpHUYHBIE U ACCUMETPUYHBIE KPUIITOCUCTEMBI.
ANTOPUTMBI 3aMEHBI U TIEPECTAHOBKH.

Anroputm mudposanus DES u ero moauduxanum.
I'enepanys u XpaHEeHUE KITIOYEH.

Pacnpenenenue kinrouen.

VYipasieHne KiIo4amMu B CHCTEMaX C OTKPBITBIM KIIFOUOM.
Anroput™m uddu-Xenmana.

OcHOBHBIE CBOHCTBA LU(POBOI MOAMTUCH.

Anroputm nudposoit noanucu RSA.

Anroputm udpoBoii noanucu b ['amans.

Anroputm uudposoit noanucu DSA.

THuIBI MEXCETEBBIX SKPAHOB.

[TakeTHble GUITBTPEI.

[In10361 YPOBHS COEIUHEHUS.

Stateful Inspection firewall.

Host-based firewall.

[Ipumeps! paBuI.

[lepconansusie firewall u mepconansHble ycTpoiicta firewall.
110361 IPUKIIATTHOTO YPOBHSI.

[Ipokcu-cepBep NpUKIaIHOTO YPOBHSI.
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21. BrlneneHHbIC TPOKCH-CEPBEPHI.

22. Tlpumepsl mpaBuIL

23. Tpancmsamus ceteBbix aapecoB (NAT).

24. ®OyHKIUY U KOMIOHEHTHI ceTH VPN,

25. VPN pemenus 1yt TOCTPOCHHS 3alTUIIIEHHBIX KOPTIOPATUBHBIX CETEH.

[TpakTnyeckue (ceMHUHAPCKUE 3aHATHUSA) NPEACTABISIIOT COOON eTaIN3alUI0 JIEKIMOHHO-
ro TEOPETUYECKOT0 MaTepuala, IPOBOAITCS B LIEIAX 3aKpEIIEHUS] Kypca U 0XBAaTbIBAlOT OCHOB-
HBIE Pa3/CIIbL.

OcHoBHOIi (hopMO¥i TIPOBEICHHUS] CEMUHAPOB U MPAKTUUYECKUX 3aHATUH SIBISCTCS 00CYyXK-
JieHue HauOoJsiee MPOOJEMHBIX U CIIOKHBIX BOIPOCOB IO OTIEIBHBIM TEMaM, a TaKXKe peleHHe
3a1a4 ¥ pa30op MPUMEPOB U CUTYyalluil B ayAUTOPHBIX yCIOBUAX. B 00si3aHHOCTH mpenoaaBare-
Js1 BXOZAT: OKa3aHWE METOJMYECKOM IOMOLIM M KOHCYJIBTUPOBAHHE CTYAEHTOB IO COOTBET-
CTBYIOILIUM TEMaM Kypca.

Ha cemuHape kakaplii €ro y4aCTHUK JOJDKEH OBITh TOTOBBIM K BBICTYIJICHHIO IO BCEM
IIOCTaBJICHHBIM B IJIAHE BOIIPOCAM, MPOSIBISITh MAKCUMAJIbHYIO aKTUBHOCTb IIPU UX PaccMOTpe-
HUM. BeICTymieHne 10JKHO CTPOUTHCS CBOOOHO, YOeIUTEeNbHO U apryMeHTHpoBaHo. [Ipenoza-
BaTelb CJIEAUT, YTOOBI BBICTYIUIEHHE HE CBOJIWIOCH K PENPOAYKTUBHOMY YPOBHIO (IIPOCTOMY
BOCIIPOU3BEICHUIO TEKCTA), HE JIOMYCKAaeTCsl U MMPOCTOE YTeHUe KoHcnekTa. Heobxoaumo, 4To0sl
BBICTYNAIOUIMIM MPOSBIsUT COOCTBEHHOE OTHOILEHUE K TOMY, O YEM OH T'OBOPHT, BBICKA3bIBAJ
CBOE€ JIMYHOE MHEHHUE, MIOHMMaHue, 0OOCHOBBIBAJI €0 U MOI CJIeJIaTh IPAaBUIIbHbBIE BBIBOJBI U3
ckazanHoro. [Ipu 3ToM cTyieHT MOKeT oOpamarbes K 3amucsM KOHCIIEKTa U JICKIHA, HETOCpe-
CTBEHHO K IEPBOMCTOYHMKAM, MCIIOJIb30BaTh 3HAHHME XYJOKECTBEHHOW JIUTEpaTyphl U UCKYC-
cTBa, (haKThl M HAOIIOJCHUS COBPEMEHHOH >KM3HU U T. 1. BOKpYr Takoro BBICTYIUICHHS MOTYT
pa3ropeTbCsl Copsl, AUCKYCCUH, K YUaCTUIO B KOTOPBIX TOJDKEH CTPEMUThCS Kaxabii. [Ipenona-
BaTEII0 HEOOXOMMO BHUMATEIHHO U KPUTHUECKHU CIIYIIATh, IOAMEYaTh OCOOEHHOE B CY)KICHH-
X CTY/IEHTOB, YJIaBJIMBATh HEJJOCTATKH M OLIMOKU, KOPPEKTHUPOBATh UX 3HAHMS, U, €CIIU HYXKHO,
BBICTYIIUTH B POJIU pedepu, 00paTUTh BHUMaHKUE HA TO, YTO €Ile He OBbLJIO CKa3aHo, UM MOJJIep-
JKaTh U Pa3BUTh NHTEPECHYIO MBIC/Ib, BBICKA3aHHYIO BBICTYIAIOIINUM CTYACHTOM. B 3akntoueHne
npenojaBaTesib, Kak pyKOBOJUTENIb CEMHHApa, MOJABOAUT UTOrH ceMuHapa. OH MoxeT (BbIOO-
POYHO) MPOBEPUTH KOHCIIEKTHI CTYJEHTOB M, €CJIM MOTpeOyeTcsi, BHECTH B HUX HMCIIPABICHUS U
JOTIOTHEHHUS.

AKTHBHOCTb Ha NPAKTUYECKUX 3aHATHUAX OLIEHUBAETCS M0 CIEAYIOIINUM KPUTEPUSIM:

— OTBETHI Ha BOIIPOCHI, IpeIaraeMble MpenogaBaTesieM;

— y4acTHe B JUCKYCCHSIX;

— BBINOJHEHHUE TPOEKTHBIX U UHBIX 33/1aHUK;

— acCHCTHPOBAHME MPENOAaBaTEINO B IPOBEICHUY 3aHATUH.

Jloxyagel 1 ONIOHMPOBAHME JTOKJIANOB IPOBEPSIOT CTENEHb BIIAJEHUS TEOPETHYECKUM
MaTepUajIoM, a TAK)K€ KOPPEKTHOCTh U CTPOIOCTh PACCYKAECHUM.

7. JABOPATOPHBIE PABOTDI, IPAKTUKYMBbI
JlauubIil Bug paboTsl He ipenycMoTper YII.
8. TEMATUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PE®GEPATOB

KypcoBble 1 KOHTpOIbHBIE padOThI HE TpeycMOTpeHbl YII.

Pecdepar 310 ogHa u3 ¢hopm TeKymero KOHTPOJS 3HAHUH M KOHTPOJI CaMOCTOSITEIbHON
pabotel. Pedepar — 3T0 caMocrosiTenbHas ucciaenoBarenabckas pabora, B KOTOpOil aBTOp pac-
KpBIBAaeT CYTh HCCIEAyeMOH MpoOJeMbl; MPUBOAUT Pa3JIMUYHbIE TOUKH 3PEHHUS, a Takxke coO-
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CTBEHHBIE B3MIIsbl He Hee. Cojepxanue pedepara TOKHO ObITh JJOTUYHBIM; U3JI0KEHHUE MaTe-
pualia J0KHO HOCUTH POOJIEMHO-TEMATHYECKHUIA XapaKTep.

Llenb pedepara kak GOpMbI TEKYIIEr0 KOHTPOJISA 3HAHUA U KOHTPOJISI CAMOCTOSATEIbHON
paboThl - CTUMYJIUPOBATh PACKPHITUE MCCIEAOBATEIBCKOTO MOTEHIMANA YYallerocs, Crocoo-
HOCTb K TBOPYECKOMY IOUCKY, COTPYAHUUYECTBY, CAMOPACKPBITUIO U MPOSIBICHUIO BO3MOXKHO-
CTEH.

IIpumepHasi TeMaTuka pedepaTos:

Ne 3a- Tema
AaHusA

1 WMudopmanus Kak UCTOYHUK JAHHBIX.

2 Knaccugukanus nadopmaryu. Buabl 1aHHBIX U HOCUTENEH.

3 Ilennocts nHpopmanuu. Ilena nadopmarnum.

4 KosingecTBo 1 KauecTBO MH(OpMAILIHH.

5 Bunpl 3amunaeMoit nHGOpMaIym.

6 Jlemackupyronye npu3Haku 00bEKTOB 3aIIUTHI.

7 Knaccu¢ukaius HCTOUHMKOB U HOCUTEJIEH HH(pOpMaLUH.

8 MeponpusTas 10 YIPaBJICHUIO TOCTYIIOM K HHPOPMAITUH.

9 DyHKIMOHAIBHBIE UCTOYHUKU CUTHATIOB. ONacCHBIA CUTHAI.

10 OCHOBHBIE CPE/ICTBA M CUCTEMBI, COJIEpIKAIIUE MOTCHIUAIBHBIE HICTOYHUKH OI1ac-
HBIX CUTHAJIOB.

11 BcrmomorarenbHbie CpeacTBa U CUCTEMBI, COJIEpIKAIINe TIOTCHINAIbHBIE HCTOYHUKA
OTIACHBIX CUTHAJIOB.

12 Bubl mapa3uTHBIX CBSI3€H U HABOJIOK, XapaKTEPHBIC JUISI IFOOBIX PATUOIICKTPOH-
HBIX CPEJICTB M TPOBOJIOB, COSAMHSIONINX MX KaOeJe.

13 Bunsl yrpo3 6ezonacHocT ”HGOpMALIUH.

14 OCHOBHBIE IPUHIMIIBI TOOBIBAHUS HH(POPMAIIUH.

15 [Tponenypa naeHTuUKauM, Kak OCHOBA Mpoliecca 0OHAPYKEHUSI HEJIOBEPEHHOT O
00BEKTA.

16 Mertobl cuHTe3a HH(OPMAIIHH.

17 MeTo/1bl HECaHKIITMOHMPOBAHHOT'O JJOCTYNA K MH(OpMaIIH.

18 OCHOBHBIMH CIIOCOOaMHU PUBJICUEHHS COTPYAHUKOB TOCYJapCTBEHHBIX U KOMMEp-
YECKHUX CTPYKTYpP, UMEIOIIMX JIOCTYI K HHTEepecyIoed HHPOopMaluu.

19 Crioco6b!1 HaOJIIO/ICHHS C UCTI0JIb30BAaHHEM TEXHUUECKUX CPEJICTB.

20 Kanaue! yreukn naopmarmm. TexHUUeCKne KaHaIbl YTEUKH

21 Knaccugukaius TeXHIYECKHX KaHAJIOB YTEUYKH 10 (PU3NIECKON MPUPOJIE HOCUTEIIS.

22 Krnaccudukanus TeXHHYECKUX KaHAJIOB YTEUKH 110 THPOPMATUBHOCTH.

23 Knaccugukaius TeXHIYECKHX KaHAJIOB YTEUKH 110 BpeMEeHH (DYHKIIHOHHUPOBAHUSI.

24 Knaccudukanmsi TeXHUYECKUX KaHAJIOB YTEUKH 10 CTPYKTYpE.

25 HaOnroseHne B ONTHYECKOM JIMana3oHe U MPUMEHsIEMBIE JIJIsl 9TOTO CpeCcTBa. Xa-
PAKTEPUCTUKH TAKUX CPEICTB.

26 [TepexBar 3J1€eKTPOMarHUTHBIX U3ITYYECHUH.

27 AxkycTruyeckoe noaciaynmanue. 9QQGeKTsl, BOSHUKAIOUINE MPU NOJCTYyITUBAHUH.

28 [ToHsATHS CKpPBITUS HHPOPMAIIUH, BUJBI CKPBITUH. MIH)OpMaIIMOHHBIN OPTPET.

29 ITpotuBozeiicTBue HabMOeHNI0. CrTOCOOBI MACKUPOBKH.

30 Crioco0bI M CpeJICTBa MPOTUBOACHCTBUS MOACTYIIMBAHHUIO.

31 Helitpanusanus 3akjiaJHbeIX yCTPOMCTB.

32 CocTaB WH)KEHEPHOM 3alUTHl U TEXHUYECKOW OXPaHbl 00BEKTOB.
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33 WuxeHepHbIe KOHCTPYKLIUU M COOPYKEHUS JUTs 3auThl nHopMmarun. Mx kiaccu-
bukas.

34 CpenctBa uaeHTH(GUKAIUN JIMIHOCTH.

35 Knaccu¢ukanus 1aT4ukoB OXpaHHON CUTHAJIM3AIHMH.

36 Knaccudukanus n3pemareliei.

37 TeneBU3MOHHBIE CHCTEMBbl HAOIIOAEHUSI.

38 OCHOBHBIE CPEICTBA CUCTEMbl BUACOKOHTPOJISL.

39 3amyTa JJMYHOCTH KaK HOCUTEJI HHPOpPMAaLIUK.

40 CHCTeMHBIN MMOXO0 K 3aliTe HH()OPMAITUH.

41 [TapameTpsl CHCTEMBI 3aIIUTHI HH(OPMAIIHH.

42 Oransl NPOSKTUPOBAHUS CUCTEMBI 3aIIUTH HH()OPMAIIH.

43 [ToreHnnanpHBIC KaHAIBI YTEYKH HHHOPMAITUH.

44 Oransl pa3pabOTKU Mep N0 NPEAOTBPAILEHUIO YTPO3 YTEUKH HH(POpPMAaLIHH.

45 [Tonsitne wHpOpManMoOHHOK Oe3omacHocTd. MHpopMannonHas 6€30mMacHOCTh JIMY-
HOCTH, obiecTBa u rocynapersa. Konpuaennmansnas nHGopMars.

46 Kareropun nndopmarnmonnoii 6ezonacioctu B KC. Knaccudukanus yrpos.

47 OO61as XxapakTepuCTHKa YyIPo3 JOCTYIMHOCTH.

48 OO0111ast XapaKTepUCTUKA YTPO3 IIEIOCTHOCTH.

49 OO61as xapakTepucThKa yrpo3 KOHGUICHIINATbHOCTH.

50 O06006mennpie Moenu cucteMbl 3amuThl HHPopmanuun B KC. OgHOypOBHEBBIE U
MHOIOypoBHEBble Mojenu. OO0Imas XapakTepUCTHKa CPEJCTB U METOJOB 3allUThI
uHpopmanuu B KC.

51 OOwrast XapakTepuCTUKa OPraHU3alMOHHBIX MEPONpPUATHI, 00ecHeunBarouX HH-
dbopmarmonnyto 6e3omnacHoctb KC. OcHOBHBIE 33/1a4M CITYKObI 0€3011aCHOCTH.

52 CopneprxaTenbHbI CMBICII MOHATUS KOMILJIEKCHON CHCTEMBbI 3aIllUThl MHGpOpMaLuu
(KC3H) B xomnbroTepHbIX cuctemMax. OCHOBHbIE MPUHLHUIIBI U MTOJIOKEHUS, Peau-
3YIOIIME CUCTEMHBIN noaxon k nocrpoennto KC3MU.

53 OTeuecTBEHHOE 3aKOHOJATEIbCTBO B 00JacTH MH(POPMALMU M 3aLIUThl WH(pOpMa-
ITUH.

54 Munumuzanus ymep6a, Hanocumoro KC aBapusiMM U CTUXMMHBIMU O€ICTBHUSIMHU.
HyOnupoBanue undopmanuu. Texnonoruss RAID. PesepBupoBaHue TeXHUUYECKHUX
CPEJICTB.

55 OO611as XxapakTepUCTHKA TEXHUYECKHUX KaHaioB yreuku nHpopmanuu B KC.

56 bazoBble mpUHIUIBL, JIeKalMe B OCHOBE Mojenel noautuku 6esomnacHoct B KC.
MatpuuHas (AMCKpELMOHHAas) MOJIeNIb U MaH1aTHas! (TIOJTHOMOYHAsI) MOJEIb YIIPaB-
neHus njoctynom K pecypcam KC.

57 CpezacTBa 1 MeTOJIbI pa3rpaHnyenus focryna k pecypcam KC.

58 3ammra nporpaMMHbIX cpeacTB KC 0T HeCaHKIIMOHUPOBAHHOTO KOMMPOBAHUS U UC-
CJICZIOBAHMSL.

59 OOue TOHATUS, HUCTOPUS Pa3BUTUS M KIacCUUKAIMS KPUITOTpahuuecKux
CPEJICTB.

60 OO0mmast Teopusi KpunTorpagum.

61 Paznuunble MeToAbI IN(BPOBAHHUS.

62 OTtedecTBEHHbIE U 3apy0eKHbIE CTAHIAPTHI HU(YPOBAHUS.

63 OO11ast XapakTepUCTHKA U KJIacCU(UKALUs KOMITBIOTEPHBIX BUPYCOB.

64 Mexanu3m 3apakeHust (aiIoBBIMH M 3arpy304HbIMH BUpycamu. OcOOEHHOCTH
MaKpOBUPYCOB.

65 CpenctBa, ucnojib3yemslie 111 00HApYKEHUSI KOMIIbIOTEPHBIX BUPYCOB.
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66 [TpodunakTuka 3apakeHnsi KOMIbIOTEPHBIMHU BUPYCaMHU.

67 AHTUBHPYCHBIE CPEJCTBA JUISl JIEUEHUS U yJAIEHUs] KOMIBIOTEPHBIX BUPYCOB. IIpo-
rpamMmbl-niosiidaru. OBpUCTUYECKUE aHATU3ATOPBI.

@DopMyITUPOBKU MPUBEACHHBIX BBIIIE TEM SBJSIFOTCS MPUMEPHBIMUA M MOTYT OBITh M3MEHE-
Hbl. VI3MEHEeHHsI COTNIacyloTCsl ¢ MperoaaBaTesieM, BeAyIUM JucHuIinHy. Kpome storo, o0y-
YaOIIUECs] MOTYT Tpe/iaraTh COOCTBEHHBIC TEMBbI JUIS HCCIENOBaHUS. VHHUIMATHBHBIC TEMBI
TaKXe COTJIACYIOTCA C MPENOIaBaTeIeM.
B nporiecce n3ydeHus: Kypca KaxIblid JOJDKEH MOJITOTOBUTH pedepaT, KOTOphIi OyaeT 3a-
CUMTAH IPETOaBaTENIEM, BEIYIIUM JUCIUILIHHY.
OnenuBas pedepar, npernoaaBaresb ooOpaniaeT BHUMaHUE Ha:
— COOTBETCTBHE COJICpKaHUsI BEIOPAHHON TEMe;
— OTCYTCTBHE B TEKCTE OTCTYIUICHUH OT TEMBI;
— coOJroieHne CTPYKTYpBl paboThl, YETKOCTh M3JI0OKEHUS U 00OCHOBAaHHOCTH BBIBO-
J0B,
— yMeHHe paboTaTh ¢ HAYYHOU JIUTEPATYPOi - BBIWICHSITH MIPOOJIEMY M3 KOHTEKCTA;
— YMCHHE JIOTHYECKH MBICIIHTB;
— KYJIbTYpYy IMCBMEHHOH peuu;
— yMmeHue opOpMIISATh HAYYHBIA TEKCT (MIPaBHIBHOE IPUMEHEHHE U 0(hOpMIICHHE CChI-
JIOK, cocTaBiieHue Oudanorpaduu u T.1.);
— yYMCHHE MPaBWIBHO IMOHSATH MO3UIMIO aBTOPOB, PA0OTHI KOTOPBIX HCIOJIb30BAIHCH
NpH HamMCcaHuM pedepara;
— CIIOCOOHOCTH BEPHO, 03 MCKaKEHHsI MepeaTh UCTIOIb3yeMbId aBTOPCKHI MaTepH-
all;
— cobmoeHre oobema padoThI;
— COOTBETCTBHE YCTAaHOBJICHHBIM ITPaBUIaM O0QOpMIICHHS PadOThI;
— aKKypaTHOCTb M NPaBUJIHOCTh TEXHHYECKOTO BBIITOJHEHHUS paOOTHI.
TpeboBanust kK 0pOpMIIEHHUIO U COJIEP/KAHUIO MMCBMEHHOW paboThl conxepkarcs B «Mero-
JMYECKUX PEKOMEHJAaNMIX M0 HalTMCaHUIo pedeparay.

9.IIEPEYEHB BOITPOCOB K 3AYETY

Hupexc kom- | Ne II/IT DopMy IHMPOBKA BOIIpoOca
neTeHInu
IK-1 1 ITonatue nadopManoHHON 6€30MaCHOCTH
IK -1 2 OCHOBHBIE COCTaBJISIONTNE HHHOPMAIITMOHHON O€30MaCHOCTH
IIK-1 3 OCHOBHBIE OIIpeIeNIEHNUs] U KPUTEPHH KIIaCCU(UKALIMU YTPO3
IIK-1 4 Kraccugukanys THIOBBIX YAAJEHHBIX aTaK
IK-1 5 OCHOBHBIE MOHATHS MPOrPAMMHO-TEXHUYECKOIO YpOBHS HH(pOpMa-
[IMOHHON 0€30MaCHOCTH
IIK-1 6 CepBuc 6e301macHOCTH WACHTU(DUKAIMS U ayTeHTUQUKAIHS
IK-1 7 CepBuc 6€30MacHOCTH yIPaBICHHUE JOCTYIIOM
IK -1 8 CepBrc 0€30MMaCHOCTH MTPOTOKOJIUPOBAHHUE U AYIUT
IK-1 9 Cepauc 6e30macHOCTH MH(PPOBAHUE
[IK-1 10 CepBrc 0€30MMacCHOCTH KOHTPOJIb IETOCTHOCTH
IIK-1 11 CepBuc 6€3011aCHOCTH SKPAHUPOBAHHE
IIK-1 12 CepBuc 6€30I1aCHOCTH aHAJIN3 3aIIMIIIEHHOCTH
K -1 13 Cepauc 6e3omacHocTH 00ecredeHrne 0TKa30yCTOMYUBOCTH
IIK-1 14 Cepsuc 6e30macHOCTH o0ecrieyeHre 6€30MacCHOr0 BOCCTAHOBIICHUS
IK -1 15 CepBuc 0€30MMaCHOCTH TYHHEITHMPOBAHNE
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IK -1 16 CepBuc 0€30MMaCHOCTH yIPABJICHHUE
IIK-1 17 Knaccugukanus BupycoB
IIK-1 18 CpencTBa aHTUBUPYCHOM 3alllUTBI
IK -1 19 Tunosas ynaneHnHas araka "AHanu3 cereBoro Tpaduka'
I[IK-1 20 TunoBast ynanennas araka "llogmeHa 1OBepeHHOrO OOBEKTa WIH

cyOBeKTa pacrpeeICHHON BBIYMCIUTEIILHON CUCTEMBI"
K -1 21 TunoBasi ynaneHHas araka "BHeapeHue B pacnpeiesieHHYIO BbIYHUC-

JMTENBHYIO CUCTEMY JIO)KHOTO 00BEKTa IMyTeM HaBS3bIBAHUS JIOKHO-
ro mapupyra"

IK -1 22 Tunosas ynanenHas araka "OTka3 B 00CITyKUBaHUH"

IIK-1 23 Jloxuelii ARP-cepBep B cetu Internet

IIK -4 24 Jloxuelii DNS-cepBep B cetu Internet

IIK - 4 25 Hagsi3piBaHHE XOCTY JIO)KHOTO MapIIpyTa ¢ UCIOJIb30BAHUEM IIPOTO-
koia ICMP c nenbto co3ganust B cetu Internet 105kHOro MapipyTu-
3aropa

IIK - 4 26 [Togmena onHoro u3 cyonektoB TCP-coenuuenust B cetu Internet

IIK - 4 27 [IpuumnHbl ycrnexa yAaJeHHbIX aTak Ha paclpe/ieleHHble BbIYUCIIHU-
TEJIbHBIE CHCTEMBI

IIK - 4 28 Kpunrorpadus

IIK - 4 29 Kakue nenu npecnenyer kpuntorpadusa? Ilepeuncnure OCHOBHBIE
JITOPUTMBI KpUOTOrpapruecKuX Npeodpa3oBaHuil

I[IK -4 30 [lepeuncnure OCHOBHBIE METOABI KPUIITOrpapUUeCKON 3aIlUThl UH-
(dopManMy B KOMIIBIOTEPHBIX CHCTEMaX U CETIX

IIK - 4 31 Kak knaccuunupyrorcss cpeactBa KpUOTOrpadUUEcKOr 3aliuThl
nHpopmanun?

IIK - 4 32 [lepeuncanTe OCHOBHbBIE CXEMbl MICHTU(UKALIMY 110JIb30BaTeNs

I[IK -4 33 [IpenmymiecTBa U HEIOCTAaTKH ACHUMMETPHUUHBIX Kpunrocuctem. C
KaKOM 1eJbl0 B aCUMMETPUYHBIX KPHUITOCHCTEMAX HCIIOJIB3YIOTCS
Ba Kjroua?

IIK - 4 34 Kak o0ecrnieunBaeTcsi KpUIITOCTOUKOCTh ACUMMETPUYHBIX KPUIITOCHU-
cTem?

IIK - 4 35 KakoBo ocHOBHOe Ha3HaueHHe XdII-(GyHKIMHU? KakoBbl OCHOBHBIE

NpUHUMIBL  popmupoBaHus xdm-pyHkuuu? Kakumu cBolicTBaMu
JI0JKHA 00J1a/1aTh XAII-(GYHKIUSA, UCIIONIb3yeMasl B MpoLiecce ayTeH-
tudukanun’?

IIK - 4 36 I'me n ¢ kKakoil Lenbl0 UCTONb3YyeTCs IEKTPOHHAs LUQpoBas Moj-
nuck? [lepedncianre OCHOBHBIE 3TaIbl (POPMHUPOBAHUS DIIEKTPOHHOMH
uudpoBoil nmoanucu. Kakumu cBoiicTBaMu J0JKHA 00agaTh dJeK-
TpoHHAas IUdpoBas moanuch? [lepedncianre OCHOBHBIE aITOPHUTMEI
AJIEKTPOHHOU IU(PPOBON MOANUCH U YKKUTE HA UX NMPHUHLUIHAIb-
HBIC OTIIHYUS

[IK - 4 37 JlocTOMHCTBa OMOMETPUUYECKHX CIIOCOOOB MACHTU(UKAIIUN U ayTeH-
TUDUKAIIH TT0 CPABHEHUIO C TPAIUIIHOHHBIMH

IIK -4 38 [lepeuncnure pyHKIIMU 1 KOMIIOHEHTHI ceTh VPN

[IK - 4 39 Knaccudunupyiite VPN no cnoco0y TeXHHUYECKOW peanu3aiuu M
ApXUTEKType TEXHHUECKOTO PEIICHUS

[IK - 4 40 KakoBbl crtoco0Ob! 3amThl HTHPOPMALIMU TIPU MEXCETEBOM B3aMMO-
neiicteun?

IIK - 4 41 Cranpmaptel B uH(popMaioHHoi Ge3onacHocTH. TloHsTHE cTanmap-
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Ta.

[IK -4 42 Knaccudukanus crannaptoB B o61actu HHGPOPMAIMOHHON Oe3omac-
Hoctu. "OpaHkeBas KHUTA", €€ CTPYKTypa W TPYIIIbl KJIACCOB 3a-
HIMIEHHOCTH.

I[IK -4 43 Cranpapt ISO/IEC 15408 "Kputepun oreHku O€30MaCHOCTH HH-
(hopMaImOHHBIX TEXHOJIOTUI"

IIK - 4 44 AJIMUHUCTpPATHBHBIN YpOBEHb HMH(POPMALMOHHONW OE€30MacHOCTH.
OcHoBuble mnonstus. [lomutuka Oe3omacHoctu. IIporpamma 6e3-
OIaCHOCTH

IIK - 4 45 CepBHCHI 0€30MTACHOCTH

IIK -4 46 Knaccudukanus ynaneHHBIX aTak Ha pacrpeiesieHHbIe BbIYUCIIHU-
TEJIbHBIEC CHCTEMBbI

IIK -4 47 IloHsATHE TUIIOBOM yIAJI€HHOMN aTaku

IIK -4 48 Knaccuueckue BUpycChI

IIK - 4 49 TpostHCKHE TPOrpaMMBI

IIK -4 50 CereBble uepBU

[IK-4 51 [TpouenypHsiii ypoBeHb HHPOPMAITMOHHOM 0€30MaCHOCTH

I[IK -4 52 MeTobl pU3NIecKOr 3alTuThI

10. CAMOCTOSATEJIBHASA PABOTA OBYYAIOIIUXCSA

Coneprxanue, TpeOOBaHMS, YCIOBHS U TOPSIOK OPTaHU3ALNU CAMOCTOATEIBHON PabOThI
00y4aromuxcsi ¢ yuetoM (HopMbl 00ydeHHUsT ONIPEEIAIOTCS B COOTBETCTBHH C «IlosioskeHuem 00
OpraHu3alliil CaMOCTOSITEIbHONH pPa0OThI OOYUYAIOUIMXCS», YTBEP)KICHHBIM YUYEHBIM COBETOM
Yal'V (mporokoin Ne8/268 ot 26.03.2019 1.).

®opma 00yueHUs — 3a0uHasl.

. dopma KOH-
Buja camocTosiTe/IbHOI padoThI
TPOJIf
(npopabomka yuebnoco mamepuana, | Oobem
HasBanue pa3aesioB ¥ TeM peuierue 3a0a4, peghepam, 00K1AO, B Ya- (oo
KOHMPOIbHAsL paboma, N0020Mo8Ka K cax peuteriz sa-
oau, peghepa-
coaue 3auema, dK3amena u op.)
ma u op.)
1. Beenenue B undopma- | e IIpopaboTka yueOHOro MaTepuaia ¢ YCTHBIN
LIUOHHYIO O€30M1aCHOCTb. HCII0JIb30BaHUEM PECYPCOB yUEOHO- OIpoc, Auc-
METOIUYECKOTO U UH(POPMAITMOHHOTO 10 KYCCHS TI0 Te-
obecrieueHus TUCIUTUTNHEI, M€ 3aHATHS
e [loaroroBka K TECTUPOBAHUIO;
[TonroroBka K cave HK3aMeHa
2. Obecneuenne napop- e [IpopaboTka yueOHOTO MaTepHuaia ¢ TECTUPOBAHUE,
MalMOHHOM 0€30I1aCHOCTH | UCIOJIL30BAHUEM PECYPCOB y4EOHO- YCTHBIH ompoc,
Ha 3aKOHOJATEIILHOM METOMYECKOT0 ¥ HHPOPMAIIMOHHOTO 10 pedepar, sk3a-
YpOBHE. obecrnevyeHus TUCITUTLINHBI; MCH
e [loaroroBka Kk TECTUPOBAHUIO;
o JlonroroBka Kk ciade DK3aMeHa
3. O6ecneuenue nHpoOp- e IIpopaboTka yyeOHOro MaTepuana ¢ TECTUPOBAHUE,
MallMOHHOHM O€30IaCHOCTH | HCIIOJIb30BAaHUEM PECYPCOB yIeOHO- YCTHBIN OIPOC,
Ha aJJIMUHHACTPATUBHOM METOJIUYECKOTO U HH(POPMAITMOHHOTO 10 pedepar, sk3a-
YpPOBHE€. obecrieueHus TUCIUTUTNHEI, MCH
e [lonroroBka K TECTUPOBAHUIO;
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e [loaroroBka Kk claye sK3aMeHa
4. Ob6ecneuenue nuHpop- e [IpopabGoTka yueOHOTO MaTepuaia ¢ TECTHUPOBAHUE,
MaIMOHHON 0€30IIaCHOCTH | MCIIOJIb30BaHUEM pecypcoB y4eOHo- YCTHBIN OIIPOC,
Ha IIPOLICAYPHOM YPOBHE. | METOJIWYECKOrO U MH(POPMAITMOHHOTO 10 pedepar, sx3a-
olecrieueHus QUCLIUILUINHEL, MEH
e [loaroroBka K TECTUPOBAHUIO;
e [loaroroBka Kk claye sK3aMeHa
5. IIporpammHo- e [IpopaboTka yueOHOTO MaTepHuaa ¢ TECTUPOBAHUE,
TEXHUYECKHUE CPECTBA HCITOJIb30BaHUEM PECYPCOB y4eOHO- YCTHBIU OITPOC,
obecnieuenus nHpopma- METOJIUYECKOTO U HH(POPMAITMOHHOTO 18 pedepar, 3k3a-
IIMOHHOW OE30MMaCHOCTH. obecrieueHus TUCIUTUINHEI, MCH
e [loaroroBka Kk TECTUPOBAHUIO;
o [loaroroBka k claue sK3aMeHa

MeTtoauyeckue yKkazaHus AJisl 00y4al0UXCs 110 OCBOEHUIO M CIHIIHHBI

JIj1sl Ka4eCTBEHHOI'O YCBOEHUS CTYIEHTaMM MaTepuajia Kypca Ipy BbITOJIHEHUH UMHU MH]U-
BUYaJIbHBIX 33/IaHUil HE0OXOANMO, YTOOBI Bce pabOTHI BHIOIHSUIUCH CTYJEHTaMU TOCIIe popa-
OOTKH COOTBETCTBYIOIIETO JIEKIIMOHHOTO Marepuana. OCHOBHas 3aja4ya 1o OpraHu3alii yaeOHo-
rO mpoliecca Mo JaHHOW JUCIUILTUHE CBOJUTCA K 00ECIEUEHUIO0 pABHOMEPHON aKTUBHOM pabOThI
CTYZEHTOB HaJl KYpCOM B T€UE€HHUE BCEro yueOHoro cemectpa. CTyIeHTbI JOJKHBI PETYIISPHO MPO-
pabaTbiBaTh KypC MPOCIYIIAHHBIX JIEKIUI, TOTOBUTHCS K 3aHATUAM. [lJis KOHTpOJS KauecTBa
YCBOCHHUSI Y4€OHOTO MaTepHaia CTyIEHTaMH CIEIyeT MPOBOAMTH OMPOCHI MO M3YyYEHHOW TeMe.
JlJi 1ONTOBPEMEHHOr0 3allOMUHAHUSI U3YYEHHOT0 MaTepualia clielyeT yBsI3bIBaTh BHOBb M3ydae-
MBI€ BOTIIPOCHI C MATEPHAJIOM MPEIBIAYIIUX TEM, JOOHBATHCS PEEMCTBEHHOCTH 3HAHUIA.

[Ipu BBIMOTHEHUU 3aJlaHUM, BBIHECEHHBIX HA CAMOCTOSITENIbHOE H3Yy4eHHE, HEOOXOIUMO
Hapsay ¢ OMOIMOTEYHBIM (DOH/IOM TOJIB30BATHCS PA3NUYHBIMU UCTOYHHKAMU 3HAHUN, pa3MelleH-
HBIMU B ceTu MHTEepHeT.

[Ipu n3yueHnn JaHHOTO Kypca CTYAECHTaM MPEICTOUT BBIOJHUTDH CIIEIYIOIIUE BUIbI pa0OT:

— AHaiu3 TeOpeTUYeCcKOro MaTepuaa;

ITpopaboTka JIEKIIMOHHOTO0 MaTepHuaa;

BeinonHenue npakTHyeckux 3afaHuil (JTabopaTopHble paboThl);
— IloaroroBka K TECTUPOBAHUIO.

JIeKIIMOHHBIE 3aHATHS JKEIATENbHO IPOBOJUTE C IPUMEHEHUEM JIEMOHCTPALIMOHHOTO MaTe-
puana — npe3eHranuu jekiuii Ha [1IK ¢ mpoexktopoM. C yuyeToM COBpPEMEHHBIX BO3MOKHOCTEH,
JKeJaTebHO o0eclieunBaTh Ciylarenell pa3gaToyHbIM MaTepuaioM Ha 1-2 nekuuu Bhepea. Ma-
Tepua 3TOT JOJDKEH HOCUTh WILTIOCTPATUBHBIN XapakTep (CXeMbl, rpaduKu) U HU B KOEM CiIydae
HE MTOIMEHATHh KOHCIEKTA, KOTOPBIM CIIYIIATENb JOJKEH COCTABIISITh CAMOCTOSATENBHO.

Ha mpaxkThueckux 3aHATHUAX pPelIaroTcs 337a4d TEOPETUYECKOr0 U MPUKIAJHOTO XapaKTepa,
B TOM YHCIIE, BBIIOJHAIOTCS JabopaTtopHble paboThl. [locie Kakaoro mpakTU4eCKOro 3aHSATHS
clieflyeT BbIAABaTh 3aJJaHHE Ha CaMOCTOSITEIbHYIO PalboTy, a Ha CIEAYIOIIEM 3aHITUH KOHTPOJIH-
pOBaTh €ro BBINOJHEHHUHU. Takke Ha MPAKTHUECKUX 3aHATUAX CIENYeT IPOBOIUTH TECTUPOBAHUE
CTYIECHTOB.

JInst TeKyIIero KOHTPOJIs yCIeBaeMOCTH (110 OTAEIbHBIM pa3zeiaM JTUCHUIUIMHBI) U IIpoMe-
JKYTOYHOU aTTeCTalliy UCTIONIb3YeTCsl KOMIIBIOTEPHOE TECTUPOBaHKE, IpoBepKa pedepara.

1. IlnanupoBaHMe M OpraHM3aIMs BpeMEHH, HEOOXOIMMOTO ISl CAMOCTOSATENILHOTO H3y4e-
HUSI JTACITUTUTHHEL.

Pexomennyercst ciemyromuM oOpa3oM OpraHu30BaTh BpeMs, HE0OXOAUMOe Ul U3y4eHUs
JUCLUTIINHBL

— H3ydeHue KOHCHEKTA JIEKIIMU B TOT XK€ JIeHb, nocie gexkuuu: 30 MunyT- 1 gac.
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— MH3yuenue xoHCIEKTa JICKIIMU 3a JACHBb Mepel cleayromiei aekmueit: 30 muayT- 1
qac.

— H3ydeHue TeopeTHUECKOro MaTepuasa 1Mo y4eOHUKY M KOHCHEKTY: 1-2 yaca B He-
JEIIIO0.

— IloaroroBka k y1aboparopHomy 3aHsaTuio: 30 MuHyT - 1 yac.

— /3ydeHue IOMOIHUTENBHBIX HICTOYHUKOB, B TOM YHCJIE, B 3JIGKTPOHHON (hopme: 1-2
yaca B HEJEIIIO.

— Bcero B Henemro: 1-3 yaca.

2. Meroauueckue peKOMEHJAluH 10 INOATOTOBKE K MPaKTUYECKUM (J1a00paTOpHBIM) 3aHs-
THSIM.

Ilo nanHOMYy KypcCy nperycMOTpeHbl jJaboparopHble 3aHsTus. Ilpu moaroroske k sabopa-
TOPHBIM 3aHATHSAM CJIEyeT U3YYUTh COOTBETCTBYIOLIMI TEOPETUUECKUI MaTepHai 1o u(poBoii
9KOHOMUKE, JIEKTPOHHONW KOMMEpPILHH, 3JIEKTPOHHOMY OW3HECY WM 3JEKTPOHHBIM IUIATEKHBIM
cucreMaM. TeopeTnueckuil Mmarepuan Kypca CTaHOBUTCS 00Jiee MOHSATHBIM, KOT/Ia JJOOJIHUTEIBHO
K [POCIYIIMBAHUIO JIEKIIMHA U M3YYEHHIO KOHCIIEKTA, 3Yy4aroTCs U KHUTHU 110 COBPEMEHHBIM HH-
(opMalOHHBIM TEXHOJIOTUSIM.

HeobxoauMo u3yuuTh J1abOpaTopHyr paboTy MPEbIAYILIEro 3aHSATHUS U BBIACHUTH T€ BO-
IIPOCBI, KOTOPBIE MOKA3aJIMCh HEIIOHATHBIMHU.

[1nanpl MpakTUYECKUX 3aHATUH, UX TEMaTHKa, pEeKOMEHAyeMasl IUTeparypa, 1ejb U 3a1a-
YU €€ W3YYEHHUs COOOIIAI0TCs MPEenoiaBaTeIeM Ha BBOJAHBIX 3aHSTHUSAX, B METOJAMYECKUX YyKa3a-
HUSX 110 AaHHOW JuctuIuivHe. [ToaroToBka Kk MpakTHYECKOMY 3aHITHIO BKIIOYaeT 2 srana: 1i -
OpraHM3alMOHHBIN; 21 - 3aKperyieHue U yriayOsieHue TeopeTuueckux 3HaHuii. Ha nepBom aramne
CTYACHT IUIAHUPYET CBOK CAMOCTOSITENIbHYIO paboTy, KOTOpasl BKJIIOYAET: - YSACHEHHE 3aJaHMs
Ha CaMOCTOSITEIbHYIO padoTy; - TOAOOp PEKOMEHIOBAHHOM JTUTEPATYPHI; - COCTABICHUE IJIaHA
paboThl, B KOTOPOM ONPEEISIOTCS OCHOBHBIE ITYHKTBI MpecTosAIeH moaAroToBku. CocTaBiieHue
IUTaHA JUCHUIUIMHUPYET W TOBBIIAET OPraHM30BAaHHOCTH B pabore. BTopoi sram BKIOYaeT
HEINOCPEACTBEHHYIO MOATOTOBKY CTYACHTA K 3aHATHIO. HaunHaTh Han0 ¢ M3ydeHUs: peKOMEHI0-
BaHHOM nuTeparypbl. Heo0X01MMO OMHHUTH, YTO Ha JIEKIIMK OOBIYHO PacCMaTpUBAETCS HE BECh
MaTepual, a TOJBKO €ro 4acTb. OcCTanpHas €ro 4acTb BOCIIOIHSETCS B MPOLIECCE CAMOCTOSITENb-
HOM paboTel. B cBs3u ¢ 3TUM paboTa ¢ peKOMEHI0BaHHOW JuTepaTypoil obs3arenbHa. Ocoboe
BHUMaHME MPHU 3TOM HEOOXOUMO 0OpaTUTh Ha COJEpkKAHUE OCHOBHBIX MOJOKEHUN U BBIBOJIOB,
00BsiICHEHUE SIBJICHUN U (PAKTOB, ySICHEHHE MPAKTUYECKOTO MPUIIOKEHHUS pacCMaTPUBAEMbIX TEO-
peTHYecKUX BONPOCOB. B mpormecce 3T0il paboThl CTYAECHT IOJKEH CTPEMMTBHCS MOHSATHh U 3a-
MIOMHHUTb OCHOBHBIE MOJIOKEHUS pacCMaTpUBAEMOI0 MaTepuaa, IpUMephl, MOSCHSIOIINE €ro, a
TaKXe pa3o0paThCsl B WILTFOCTPATUBHOM MaTepualie. 3aKaHYUBaTh MOJTOTOBKY CJEyeT COCTaB-
JIEeHUEM IulaHa (KOHCIIEKTa) M0 M3y4aeMOMY marepuainy (BOmpocy). ITO MO3BOJISIET COCTaBUTh
KOHLIEHTPUPOBAHHOE, CKAaTOE MPEJCTABICHUE 110 U3Y4aeMbIM BolpocaM. B npouecce noaroros-
KM K 3aHATUSIM PEKOMEHIYeTCsl B3aUMHOE 00CYX/I€HHE MaTepualia, BO BpeMsi KOTOPOTo 3aKper-
JSIFOTCSL 3HAHUSA, a TaKXkKe MPHOOpeTaeTcsl MpakTHUKa B M3JI0KEHUU U Pa3bsICHEHUH IOJyYEHHBIX
3HaHUHU, pa3BuUBaeTcs pedb. [Ipu HEOOXOAMMOCTH cieayeT oOpamarbesi 3a KOHCYJIbTallMed K
npenojaBarento. Vs Ha KOHCYJIbTALMIO, HEOOXOIMMO XOPOIIO MPOAYMaTh BOMPOCHI, KOTOPHIE
TpeOyIOT pa3bsicHeHUs. B Hauane 3aHATHUS CTYIEHTHI O]l PYKOBOJICTBOM IpernoiaBareis 0osee
IJIyOOKO OCMBICIMBAIOT TEOPETUUYECKHE TOJI0XKEHUS 110 TeME 3aHATHUS, PACKPBIBAIOT U OOBACHS-
I0T OCHOBHBIE MOJIOXKEHUS MyOJIUYHOTO BBICTYIIEHUs. B mpoliecce TBOpueckoro o0Cyx aeHus u
JMCKYCCHM BBIpaOaTBHIBAIOTCS YMEHHS M HaBBIKM MCIIOJIB30BaTh MPUOOPETEHHbIE 3HAHUS IS
Pa3IMYHOTO POAA OPATOPCKON AESTeNbHOCTH. 3allMCU MMEIOT MEPBOCTENEHHOE 3HAueHue s
CaMOCTOSITeNIbHON paboThI cTyIeHTOB. OHM IMOMOT'al0T MOHATH MOCTPOCHHUE U3yYaeMOI'o MaTepH-
aja, BBIACIUTh OCHOBHBIE MOJIOXKEHUS, MPOCIEIUTh UX JIOTUKY U TE€M CaMbIM NPOHUKHYTH B
TBOpPYECKYIO JJabopaTopuio aBTopa. Benenue 3amuceil cmocoOCTBYET MpEBpAIlEHUIO YTEHUS B
aKTUBHBIN Mpoliecc, MOOMIN3YET, HApALy CO 3pUTEIbHOM, U MOTOPHYIO MaMsTh. CieayeTr moM-
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HUTb: y CTYJIEHTa, CHCTEMATUYECKH BEAYILEro 3allCH, CO3/1aeTCs CBOM MHAMBUYalIbHbIN (GOHT
MOJCOOHBIX MaTepHANIOB JUIsl OBICTPOTO MOBTOPEHUS MPOYUTAHHOTO, JUIsI MOOMIM3AIMK HAKOII-
JI€HHBIX 3HaHUH. OCOOEHHO Ba)XKHbI U IOJIE3HBI 3aIIMCH TOIJa, KOTJa B HUX HaXOJAT OTPa)KEHUE
MBICJIH, BO3HUKILNE IIPU CAMOCTOSITENbHON paboTe. BaxkHO pa3BHBATh y CTY/IEHTOB YyMEHHUE CO-
IIOCTaBIIATh MCTOYHUKH, MPOLYMBIBATh M3y4aeMblil MaTepuan. bosbiioe 3HaueHHE UMEET Co-
BEPILIECHCTBOBAaHNE HABBIKOB KOHCIIEKTUPOBAHUA Y CTYAEHTOB. [IpenogaBaTesib MOXKET PEKOMEH-
JIOBaTh CTYACHTaM CIIeAYIOLIME OCHOBHBIE ()OPMBI 3alUCH: TUIaH (IIPOCTON U pa3BEpHYTHIN), BbI-
IUCKH, TE3UCHI. Pe3yabTaThl KOHCIIEKTUPOBAHMS MOTYT OBITH MPEACTABICHBI B PA3IUYHBIX (POp-
max. Ilnan - 370 cxema npoYnTaHHOro MaTepualla, KpaTKUi (WK MoJIpOoOHBIH) epeyeHb BOIpO-
COB, OTPaXAIOIIUX CTPYKTYPY M IIOCIEAOBATEIbHOCTh MaTepuana. IloapoOHO cocTaBieHHBIN
IUIaH BIIOJIHE 3aMEHSIET KOHCIIEKT. KOHCIEKT - 3TO CHCTEMaTU3UPOBAHHOE, JIOTUYHOE U3JI0KEHUE
MaTepuaia UCTOYHUKA. Pa3inyaroTcs yeTplpe TUIa KOHCIIEKTOB:
— IImaH-KOHCHIEKT - 3TO pa3BEpHYTHIM JETAIM3UPOBAHHBIN IIIaH, B KOTOPOM JOCTa-
TOYHO MOAPOOHBIE 3aIIUCH MPHUBOJATCS MO TEM IYHKTaM IJIaHa, KOTOpbIE HYXKAa-
I0TCS B IIOSICHEHUU.
— TekcTyanbHbIM KOHCIEKT - 3TO BOCIIPOU3BEICHUE Hanboee BaXKHbIX MOJIOKEHUH U
(aKTOB UCTOYHHKA.
— CBOOOJHBI KOHCHEKT - 3TO YETKO M KPAaTKO C(HOPMYIHPOBAHHBIC (HU3JI0KECHHBIE)
OCHOBHBIE IIOJIOKEHUS B pe3yibTaTe INyOOKOro OCMBICIMBaHUS MaTepuaia. B Hem
MOTYT NPUCYTCTBOBATh BBINUCKH, LUTAThl, TE3UCHI; YACTh MaTepuajga MOXKET ObITh
IIpe/ICTaBJICHA [IJIAaHOM.
— Temarnyeckuil KOHCIIEKT - COCTABIISETCS HA OCHOBE M3Y4YEHUS psla UCTOUYHUKOB U
naet 0oJiee WM MEHEe UCUYCPITBIBAIOIINI OTBET IO KaKOW-TO cxeme (BOIpOCy).
3. I'pynnoBasi KOHCYJIbTaIHs
Pa3bsicneHue sIBIETCSI OCHOBHBIM COJEpP)KaHHEM JaHHOW (DOpMBI 3aHATUH, Hambosee
CJIO’KHBIX BOIIPOCOB M3y4aeMOro IporpaMMHOro Matepuaina. Llenp - MmakcumanbHOe npuOImKe-
HUe 00y4eHHUs K MPaKTUYECKUM MHTEpecaM ¢ y4eToM HMMeroleiicss nHGopMaluu U sBIsieTcs pe-
3yJIbTAaTUBHBIM MaTEpUAJIOM 3aKpeIUICHUs 3HaHWil. ['pynmoBas KOHCynbTanus IPOBOAUTCS B
CIIEIYIOIINX CIIydasx:
— Korja HeoOXOJMMO MOJPOOHO PacCMOTPETh MPAKTUUYECKHUE BOIPOCHI, KOTOpPbIE ObI-
JI1 HEIOCTATOYHO OCBELIEHBI MIIM COBCEM HE OCBEILIEHBI B IIPOLIECCE JIEKIUH;
— C LIEJbI0 OKa3aHUsS MOMOIIM B CAMOCTOATEIbHOW pabore (HamucaHue pedeparos,
BBITIOJTHEHUE KYPCOBBIX paboT, c/laua S9K3aMEHOB, OJITOTOBKA KOH(EPEHIIN);
— €CIIM CTYJEHTBl CaMOCTOSITEIbHO M3Y4alOT HOPMATUBHBIN, CIIPABOYHBINA MaTepua,
MHCTPYKLUH, TIOJIOKEHUS.
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11. YYEBHO-METOJUYECKOE U UTH®OPMALIMUOHHOE OBECIIEYEHUE
JAUCHUIIJINHBI
a) CniMcok peKoMeH1yeMoil JIuTepaTypbl
OCHOBHAsl JINTepaTypa
1. Kazapun, O. B. HagexxHOCTh U 0€30MacHOCTh MPOTPAMMHOTO 00ECIIEUeHHs | yueOHOe TI0COo-
6ue mia 6akanaBpuara u maructpatypsl / O. B. Kazapun, U. b. [llyounckuii. — Mocksa : U3na-
tenbcTBO HOpaiit, 2019. — 342 c. — (bakamaBp u maructp. Moxayns). — ISBN 978-5-534-
05142-1. — Texcr : anexkrponssiii // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/441287
2. lllernos, A. 0. 3amuTa nHopMaum: OCHOBBI TEOPUH : YUEOHHK /s OakajaBpuaTa U Maru-
crparypei /  A. 1O. lllernos, K. A. lllernoB. — Mocksa : HW3natensctBo IOpaiit, 2019. —
309 c. — (bakanaBp u maructp. Akagemudeckuit kypc). — ISBN 978-5-534-04732-5. — Texkcr
: anekTponnbli // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/433715
3. CyBopoBa, I'.M. Mubpopmaimonnas 0e30MacHOCTb : yueOHOe Tmocodue Juis BY30B /
I'. M. CyBopoBa. — MockBa : U3natensctBo HOpaiit, 2022. — 253 ¢. — (Bsicmiee o6paszoBa-
Hue). — ISBN 978-5-534-13960-0. — Tekct : anektponnsiii / O6pa3oBarenbHas miaaTdopma
IOpaiit [caiiT]. — URL: https://urait.ru/bcode/496741 (nara oopamenus: 29.08.2022). ysoposa,
I M. NudopmanronHas 0e30MacHOCTh : yueOHoe mocobue mis By3oB/ I'. M. CyBopoBa. —
Mocksa : U3natenberBo FOpaiit, 2022. — 253 ¢. — (Bbicwee o6pasosaHue). — ISBN 978-5-534-
13960-0. — TekcTt : anekTpoHHbIn // O6pasoBatenbHas nnatdopma Hpant [canTt]. —
URL: https://urait.ru/bcode/496741 (pnata obpaweHus: 29.08.2022).
Jlonoanumenvnan numepamypa
1. CxoBukoB A.I'.MHbOpMaIIMOHHBIE TEXHOJOTUH B YIIPABJICHUN U YKOHOMUKE : y4eb. mocooue
JUISL CTYJIGHTOB M acliupaHToB 3KOH. poduns. Y. 2 / CkoBukoB Anatonuii ['ennanbeBuy; Yul'V,
HDub. - ViupsHosck : Yal'V, 2016. - 3ari. ¢ skpaHa. - DiIeKTpoH. TekcToBbie naH. (1 daiir : 4,91
MB). - Texkcr : anexrponnsiit. — URL: http:/lib.ulsu.ru/MegaPro/Download/MObject/253
2. NHpopManmoHHbIe TEXHOJIOTHU B SKOHOMHKE W yrpaBieHuH B 2 4. Yacth 1 : ydeOHUK st
By30B / B. B. TpodbumoB [u np.] ; mox penakmueit B. B. Tpopumosa. — 3-¢ m31., mepepad. u
norm. — Mocksa : WsnmarensctBo [Opaiit, 2022. — 269 c.— (Bricmiee o0Opa3zoBanue). —
ISBN 978-5-534-09083-3. — Tekcr : anekrponHblii // OOpa3zoBarenbHas miaardopma FOpaiit
[caiiT]. — URL: https://urait.ru/bcode/494762 (nara odpamenus: 29.05.2022).
3. Kazapun, O. B. IIporpamMmMHo-anmapaTHble CpeicTBa 3alIUThl WH(GOpMalWU. 3amuTa Mpo-
rpaMMHOro  oOecnedeHus : y4eOHMK ©  mpaktukym s By3oB/  O. B. Kazapums,
A. C. 3a6abypun. — Mocksa : HznatensctBo HOpaiit, 2019. — 312 c¢. — (Cnenmanucr). —
ISBN 978-5-9916-9043-0. — Tekcr : oanmekrponssiii / DBC IOpaiir [caiit]. — URL:
https://urait.ru/bcode/437163
Yueono-memoouueckan
1.CxoBukoB A. I'.Metonuueckue yKazaHus JUisl CAMOCTOSITEIbHONW pabOThl CTYJAEHTOB IO T C-
uruHe «[{udpoBbie TexHOMOTHH ¥ HHPOPMAITMOHHAs 0€30MaCHOCTh OpraHU3alluu» JIJIs Maru-
crpanToB HanpasieHus 38.04.01 «3koHomukay (mpodmib «IKOHOMHYECKass 0€30MaCHOCTh O-
rau3anumny) Bcex ¢hopm oOyuenus / A. I'. Ckosukos; Ynl'Y, UDub, Kad. mudpooit skoHOME-
KH. - YabsHOBCK : Ynl'Y, 2019. - 3arn. ¢ sxpana; HeomybnukoBaHHBIM pecypce. - DIEKTPOH. TEK-

croele gaH. (1 aiim  : 376 Kb). - Teker : omnekrponnbii. — URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/6682
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0) nporpaMMHoe odecreyeHne
KomMriproTepHbie IpOrpaMMBl:
Windows

Microsoft Office

Moii Oduc CrangapTHbIi

u) Mpodeccnonainunie 62361 AAHHLIX, HHPOPMALHONNO-CNPABOIHLIE CHCTEMBI

1. DaexTponno-Gubanoreannie CHCTEMBI:

1.1. Lndposoit oSpasoparenshnii pecype [PRsmart : anekrponno-0u01MoTednas cHeTema
caftr / 000 Komnanmz «A#fi Ilu Ap Memman, - Caparos, [2022]. - URL:
hup://www.iprbookshop.ru. — Pessm goctyna: Wi saperncrpp. nouassosarenc, - Texer !
AWKTPOHHLIH,

1.2. Obpasosarensnas naavpopya IOPAHT : obpazosarensnuiii pecype, MeKTponHad
Gubanotexa : caiit / 000 Dnextponnoe wimarennerso IOPAWT. — Mocksa, [2022]. - URL:
https://urait.ru, — Pesum JI0CTYTIA: U8 38pCrHCTPHP, NONLIOBATENEH, - TEKCT : MeXTpoHHEIH,

1.3, Basa janmex «Inexrponnan ondmorexa texundeckoro BY3a (OBC «Koncynnrany
cryseHTan) : anekrpouno-GuGanorevunan cucrema : caiit /[ OO0 [lommrexpecype. — Mocksa,
[2022]. — URL: hupsz/www.studentli rw/cgi-bin/mbéx. — Pesnm ocTyna: s 3apericTpHp.
noassoparencH, — Texer : aeKTpoHHLIi.

1.4. IBC Jlany : anexrporHo-GubanoTeanan cucrema - caiir / 000 DBC Jlans. ~ Canxr-
Tlerepbypr, [2022]. — URL: hups://elanbook.com, — Pewum jgocTyna: pas 2aperucrpup.
ronnsoparenedt. — TekeT @ AneKTpoHHLIL.

1.5. OBC Znanium.com : CKTPOHAO-DHOAHOTeYHan cncrema : caitr / 000 3nannym. -
Mockea, [2022]. - URL: htipr/znaniumcom . — Pexam J0CTyms | JUIR SAPEIHCTPHD.
nonboBATERCH. - TeXCY | AMeKTPOHHLIH,

2. KoncyawranrlLuoc [Drexrpounndt pecype]: cnpasousas npasosas cucrema. /000
wKoneynpranT Tawocy - Inextpon. aas. - Mockea : KoncyasrantTLnoc, [2022].

3. Base! AanneIX NepHOANTEecKiX wiannii:

3.1. Basa maunsix nepHoaMveckux wiaaanit EastView @ anextponnsie xypuans / 000
HBMC, - Mocksa, [2022]. — URL: htps:/dlib.eastview,com/browse/udb/12, — Pexny noctyna :
JUIS ABTOPAT, Nosik3osaTenci, — Texer © aackTposuELLii,

3.2. eLIBRARY.RU: mayunas onekrposnas Ombnmorexa : caity /[ OO0 Hayuman
Daexrponnas budmorexa. — Mocksa, [2022]. - URL: htp://elibrary.ru. — Pexum aoctyna : s
ABTOPH?, MoMbIoEaTeneli. — Texer | 3eKTponHLIi

3.3, Dnexrponnas GnGamorexa «Manarensckoro goma «l'peGesnnxosn (Grebinnikon) :
anekTponnas Gubanorexa / 000 MJ IpeSennukos. — Mocksa, [2022]. — URL: hitps://id2 action-
media.nw/Personal/Products. — Pesum gocryna © ans asropus. noanlosarenci, — Texer :
INEKTPONHLIA,

4. Weacpaasuas rvocyaapersennan  undopvanwonnas  cucrema  «Haumonaasnan
iexkTporHas Gudanorexa» © Aekrponnas Gadnnorexa : caitt / @I'BY PI'B. — Mocksa, [2022]. -
URL: hutps://uab.pd. — Pemnm gocryna @ i noassosareneit mayunolt Gubanorexd. — Texer :
MEXTPORHEIN.

5. SMART Imagebase : nayuno-wadopmanronnas 6aza aannsx EBSCO // EBSCOhost :
[nopran]. - URL: https;//ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ft8c553a76d48229047223a7d6dcOc&eustid=s6895741. ~ Pewnm soctyna © A0 astopus,
nonssosaresed. — Msobpakenne | aeKTpoHEC.

6. Degepaibubie HHGOPMATHOHHO-0TPATOBATEALNLIC NOPTAALL:

6.1. Eanroe oxso gocrymna K oOpasosarenibiv pecypean ; deaepansuwiit nopran , - URL:
http://window.edu,ru/ . — Texer @ aneKTpoRHEIIi.

6.2. Poccaniickoe ofpasosanne : genepanvinit nopran / yupeanreas ®IAY «®@ULTOx», -
URL: http:/fwww.edwru. — Teker : anekTporabtii.

7. Obpasoparennunie pecypent Yalys

7.1. Dnexrpounan Subnuoreynas cucrema Yal'y : monyas «Daexrponnas Gnbanorexan
ABHUC Mera-IIPO / 000 «ara Dxcnpecen, — URL: hup://lib.ulsu.ru™MegaPro/Web, — Pexim
JIOCTYIA & ANd noab3osaTenci nayqnoil tnbnmorexn. — Teker @ MeXTpoHHLIL.
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBbI:
Y4eOHsIii Kopiryc o anapecy: yi. [lymkunckas, 4a. OOBEKT AOCTYIICH ISl MATIOMOOUIIh-

HBIX Tpynn HaceneHus. [lepen kopmycoM ycTaHOBIIEHBI JOpokHbIE 3HaKU «[lapkoBka juist nHBa-
nuioBy». Ha creHe y BXo/a B 3[JaHE YCTAHOBJICHBI KHOIIKA BBI30BA JEKYPHOTO U HH(POPMAIIMOH-
HOE YCTPOWCTBO C TaKTHUJILHOW MIAEHTU(UKAIIMEH IJIs TTOMOIIY TIEPEMEIICHHS JIF0JIeH C OrpaHHu-
YEHHBIMH BO3MOXKHOCTSIMU «KHOIKa BBI30Ba mepcoHana». Ha 1eHTpaibHOM KPBUIBbIE KOpIyca
YCTaHOBJICHBI HAKJIOHHBIC MMObEMHBIC TUIaTGOpMBI. B Kopmyce nmeercs mudT u nHGOPMAIMOH-
HbIE YCTPONCTBA C TAKTHWJIHHOW UACHTHU(UKAIIUEH ISl TIOMOIIM TTePEMEIICHUS JIIOJICH C OrpaHu-
YEHHBIMH BO3MOXXHOCTAMH «JIudT ans mHBanmmoB» u «Hampasnenwe nprkenus». [llupuna
JIBEPHBIX MPOEMOB B TaMOype U BecTHO0Me coctaister 1200 mm. J[BepHBIE TPOEMBI HE UMEIOT
MOPOTOB U TMEPENaoB BHICOT Mosa. MimeeTcst nocTynHas mupuHa MyTH ABUXKEHUS B KOPUOPAX.
Ha nepBom 3Taxke mpemnycMOTpeHa YHUBEpCalIbHAs CAHUTAPHO-THTUEHUYECKass KaOWHa, TOCTYII-
Hasl JUIsl BCEX MAJIOMOOMIIBHBIX TPYIINT HACETICHUS.

3/1aHue MHCTUTYTa SKOHOMUKHU U Ou3Heca (CpeacTBO OoO0y4yeHus). I.YIbSHOBCK, yi. De-
nepauuu, 1.Ne29. 1620,3. OObekT He OOCTyMNEeH Al MaJOMOOWIIBHBIX Ipynn HaceneHus. Ha
CTEHE y BXOJa B 3/1aHH€ YCTAaHOBIIEHBI KHOIMKA BbI30BA JACKYPHOTO U MHPOPMAIIMOHHOE YCTPOM-
CTBO C TaKTWJIbHOW HJEHTHU(HKAIMEH IS MOMOIIU TMEepEeMEeNIeHUs JII0IeH ¢ OrpaHMYCHHBIMU
BO3MOKHOCTSIMU «KHOTIKa BBI30Ba MEpCOHAIA.

— AynuTOpHUH JUIS IPOBEIECHUS JIEKIIMOHHBIX U CEMUHAPCKUX 3aHATUH, OCHALLICHHbIE
IIPOEKTOPOM, HOYTOYKOM, ayIn0000pyI0BaHUEM JIJIsl IPOCMOTpa BUAEO (6 ayJUTOPHS, aKTOBbII
3an, 703, 709 u ap. ayautopun B kopnycax no yi.denepanuu, 29 u no yiu. [lymkunckas, 4a).

— Ayautopun, 000py0BaHHbIE MHTEPAKTUBHBIMU Jockamu (603, 611).

— AynuTOpHUH IS IPOBEIEHUS TECTUPOBAHUS U CAMOCTOSTENbHOM paboThI CTYIEHTOB C
BBIXOJIOM B UHTEpHET, Komil.kiacc Nelk (kopmyc o yn. denepanuu, 29).

— YuranbHbiii 3a11 (803 ayauTopus) ¢ KOMIBIOTEPU3UPOBAHHBIMHE paOOUYNMHU MECTaMU
JUIsl pabOTHI € 3JIEKTPOHHBIMU OMOIMOTEUHBIMU CUCTEMAaMHU, KaTaJIOrOM U T.1.

13.CHIEIIMAJIBHBIE YCJIOBUSA AJ51 OBYYAIOIIIUXCA C OT'PAHUYEHHDI-
MH BO3MOKHOCTAMMU 3I0POBbSA
B ciiyuae HeoOXxoauMMOCTH, 00y4YaIOIMMCS M3 YUCIA JIUI] ¢ OTPAaHUYEHHBIMU BO3MOXHO-

CTSIMM 310pOBBS (TI0 3asBICHHIO 00YYArOIIErocs) MOTYT IpeAaraThCsi OJHU U3 CIETYIOLINX Ba-
PHAHTOB BOCHPUATHS WH(POPMALMU C YUETOM UX MHAWBUIYAIbHBIX MCUXO(U3NYECKUX OCOOEH-
HOCTEM:

— JUIS JIUL ¢ HApyIIEHUSMH 3pEHHUs: B IeyaTHON (opMe yBenTu4eHHBIM mpudToM; B (op-
M€ 3JIEKTPOHHOTO JOKyMEHTa; B (opme ayamodaiina (mepeBox y4yeOHBIX MaTepualoB B
ayauodopmar); B eyaTHOH Gopme Ha s3blke bpaiins; MHIuBUAyaIbHbIE KOHCYIbTALUU C MIPU-
BJIEYCHHEM TH(IOCYpAONIEPEBOUNKA; MHIUBUIYyaIbHBIE 3a1aHUS U KOHCYJIbTAIUH;

— IS JIUL ¢ HapYILIEHUsIMU CIlyXa: B Ie4aTHON Qopme; B popMe 3JIEKTPOHHOTO JOKYMEH-
Ta, BUACOMATCPUAJIbI C CY6TI/ITpaMI/I; WHIUWBUAYAJIBbHBIC KOHCYJIbTAIUU C MPHUBJICYCHHUEM CYPOAO-
NEpEeBOAYMKA; MHANBUAYAJIBbHBIC 3aJIaHUS U KOHCYJIbTAllUH;

— JU7IS1 JIUI C HAapYIIEHUSMU OMOPHO-/IBUTaTeNIbHOTO anmnapara: B edatHoil ¢gopme; B Gpop-
Me 3JIEKTPOHHOTO JIOKYMEHTa; B (hopMe ayanodaiina; HHINBUAYyaTbHbIC 33/1aHUsT M KOHCYJIbTa-
ouu.

O6yuenne no OIIOIT BO ob6ywarommxcs ¢ OrpaHMYEHHBIMH BO3MOXHOCTSIMU 3JI0POBbSI OCY-
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HIECTBIISICTCS. C YYETOM OCOOCHHOCTEH NMCHXO(H3MUECKOTO Pa3BHTHS, WHAWBHUIYAIBHBIX BO3-
MO>KHOCTEH W COCTOSIHHISI 3JI0POBbsI TaKUX oOydaronuxcs. OOpa3zoBaHue 00yJarommxcs ¢ orpa-
HUYECHHBIMU BO3MOXKHOCTSIMHU 370POBbsI MOXET OBITh OPraHM30BaHO KaK COBMECTHO C IPYTUMHU
00y4aromuMucs, Tak U OTIENbHO. B ciydyae HeoOX0AMMOCTH, OOYUYAIOIMIMMCS U3 YHCIIA JIUI] C
OTPaHUYCHHBIMH BO3MOXKHOCTSIMHU 3JI0OPOBbsI (110 3asiBICHHIO OOYYaroIIerocs) MOTYT IpeJia-
raTbCs OJHH U3 CIEIYIOUIMX BapUAHTOB BOCHPUATHS MH(OPMAIMH C YY€TOM UX WHAWBHUIYaNb-
HBIX IICUXO(PU3UIECKUX OCOOCHHOCTEH:

— IS JIML C HapyIICHUSIMH 3pEHHS: B MEYaTHOH (opMe yBETMUYEHHBIM MIPUPTOM; B Gopme
3JICKTPOHHOTO JIOKyMEHTa; B (hopme ayauodaiina (mepeBoj; ydeOHBIX MaTEepHaIOB B aynuodop-
Mar); B meyatHoil opme Ha s3bike bpaitnsg; nHAMBHUYyanbHBIE KOHCYJIBTAIIMH C TPUBJICYCHUEM
TUQIIOCYPIOTIEPEBOAUNKA; MHIMBUAYAIbHBIC 33/1aHUST M KOHCYJIBTAIUH.

— JUISL JIMI C HApyIIEHUSIMH CITyXa: B Me4aTHOW (Gopme; B (opMe dIIEKTPOHHOTO TOKYMEHTA; BH-
JeoMaTepraibl ¢ CyOTUTpaMH; WHAWBUIAYAIbHBIE KOHCYJIbTAlMU C MPUBJICUCHHEM CYpJOIepe-
BOJIYMKA; UHJMBHIyaIbHbIC 3aJJaHHSI U KOHCYJIbTAIIHH.

— ISl JIML C HapyIIEHUSIMH OTOPHO-JBUTATEIBHOTO alapara: B revyatHoi ¢opme; B Gopme
AJIEKTPOHHOTO JOKYMEHTA; B (popme ayauodaiiia; HHIUBUIYaTbHbIC 3a1aHUST K KOHCYJIbTAI[HH.
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